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Privacy in P2P Systems

» Privacy increasingly important, elusive goal
I As connectivity improves, privacy declines

I Affects Web browsing, social networks,
P2P systemse

» EXxisting attacks
I Snoop connections to reveal content
I Infiltrate system with rogue clients to pollute or spy
I Interfere with targeted connections
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Privacy in Swarming Systems

* In P2P swarming, attacks can involve identifying
I Content that users download
I Content that users share
I 'Who they share it with

» Available countermeasures
I Encrypt connections
I Decentralize swarm membership identification
I Darknets, networks of trust

Are the connections themselves a threat to privacy?
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Evaluating Privacy in P2P Systems

+ Goal for this work

I Determine how much information is revealed by
connection patterns in swarming P2P system

e SIi mple enough 1 n theory,
I Connections require simultaneous, shared interest in

content

I Intimately tied to user behavior, difficult to model
I Spread of P2P makes empirical connection data difficult

to gather

» Ono dataset for connection traces
I Currently installed by nearly 1,000,000 BitTorrent users
I Gathers per-connection data (but no info for content)
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Connection Patterns in BitTorrent

* |s there (global) structure to BT connections?

I Reasons for
A People share interest for a variety of content
A Regularity in time-of-day usage
I Reasons against
A Random connections in BitTorrent
A Difference in transfer rates
A Selfish behavior (download and depart)
A Geographic spread of users (time zones)

» Examine structure through graph representation
I BT hosts are nodes, connections are edges
I Popular approach: identifying communities in the graph

David Choffnes | K&elatlaals[aliil= N g N =] 14 (oI5 (=1al1 5




Building a BitTorrent Network Graph
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» Graph representation
I Build weekly graphs (account for weekly patterns)

I Each edge assigned weight according to number of
days connected during the week
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Communities in BitTorrent

» Do these user connections reveal communities?
I Can be solved by maximizing modularity

MP) = 37 3 [y = 57 o,

ij

Given a connection between nodes i and j, how
much of their total connection strength is it?
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Communities in BitTorrent

» Do these user connections reveal communities?
I Can be solved by maximizing modularity

P

ij

Only count those in the same community
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Communities in BitTorrent

» Do these user connections reveal communities?
I Can be solved by maximizing modularity

M(P) = 212 [“"” 52;;3] Om m,

ij
I Determines amount of connection weight within
communities as opposed to between them

» Challenges
I NP-hard problem
I Many heuristic techniques

» Extremal optimization
I Good trade-off between speed and accuracy O(N2In N)
I Nearly identical to other randomized approaches
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Community Identification Results
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Connection strength
IS 5X to 25x stronger
Inside communities
\compared to between
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Community Identification Results
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Modularity of random: 0.168 (+ O. 012)
Real max modularity: 0.439

Detected communities are significant!
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Why Do Communities Matter?

» General advantages to communities

I Allows optimizations based on structure

I Social networks: Suggest friends

I Web browsing: Target advertising

I P2P file-sharing systems: Infer content interest

* Risks of communities in P2P systems

I Copyright enforcement
I Censorship

I Guilt by association
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