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Privacy increasingly important, elusive goal

ïAs connectivity improves, privacy declines

ïAffects Web browsing, social networks, 

P2P systemsé 

Existing attacks

ïSnoop connections to reveal content

ïInfiltrate system with rogue clients to pollute or spy

ïInterfere with targeted connections

ïé

Communities in BitTorrent
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In P2P swarming, attacks can involve identifying

ïContent that users download

ïContent that users share

ïWho they share it with

Available countermeasures

ïEncrypt connections

ïDecentralize swarm membership identification

ïDarknets, networks of trust

Are the connections themselves a threat to privacy?

Communities in BitTorrent
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Goal for this work

ïDetermine how much information is revealed by 

connection patterns in swarming P2P system

Simple enough in theory, buté

ïConnections require simultaneous, shared interest in 

content

ïIntimately tied to user behavior, difficult to model

ïSpread of P2P makes empirical connection data difficult 

to gather

Ono dataset for connection traces

ïCurrently installed by nearly 1,000,000 BitTorrent users

ïGathers per-connection data (but no info for content) 

Communities in BitTorrent
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Is there (global) structure to BT connections?

ïReasons for

ÅPeople share interest for a variety of content

ÅRegularity in time-of-day usage

ïReasons against

ÅRandom connections in BitTorrent

ÅDifference in transfer rates

ÅSelfish behavior (download and depart)

ÅGeographic spread of users (time zones)

Examine structure through graph representation

ïBT hosts are nodes, connections are edges

ïPopular approach: identifying communities in the graph

Communities in BitTorrent
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Graph representation

ïBuild weekly graphs (account for weekly patterns)

ïEach edge assigned weight according to number of 

days connected during the week

Communities in BitTorrent

Dataset

ï March 1-31, 2008

ï Restricted to Ono 

usersô connections
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Do these user connections reveal communities?

ïCan be solved by maximizing modularity

Communities in BitTorrent

Given a connection between nodes i and j, how 

much of their total connection strength is it?
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Do these user connections reveal communities?

ïCan be solved by maximizing modularity

Communities in BitTorrent

Only count those in the same community
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Do these user connections reveal communities?

ïCan be solved by maximizing modularity

ïDetermines amount of connection weight within 

communities as opposed to between them

Challenges

ïNP-hard problem

ïMany heuristic techniques

Extremal optimization

ïGood trade-off between speed and accuracy O(N2 ln N)

ïNearly identical to other randomized approaches

Communities in BitTorrent
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Connection strength 

is 5x to 25x stronger

inside communities 

compared to between
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Modularity of random: 0.168 (± 0.012)

Real max modularity:  0.439

Detected communities are significant!
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General advantages to communities

ïAllows optimizations based on structure

ïSocial networks: Suggest friends

ïWeb browsing: Target advertising

ïP2P file-sharing systems: Infer content interest

Risks of communities in P2P systems

ïCopyright enforcement

ïCensorship

ïGuilt by association

Communities in BitTorrent


