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ABSTRACT

Service-Level Network Event Detection from Edge Systems

David R. Choffnes

The user experience for networked applications is becomkey benchmark for customers
and network providers. Perceived user experience is hadgiermined by the frequency, du-
ration and severity of network events that impact a serw¢hkile today's networks implement
sophisticated infrastructure that issues alarms for naktrés, there remains a class of silent
outages (e.g., caused by con guration errors) that are eigtotied. Further, existing alarms pro-
vide little information to help operators understand th@amat of network events on services.
Attempts to address this limitation by deploying infrasture to monitor end-to-end perfor-
mance for customers have been hampered by the cost of degrhdyamd by the volume of data
generated by these solutions.

This dissertation proposes addressing these issues byngusionitoring to applications
on end systems and using their collective view to detect oit\w@vents and their impact on
services — an approach called Crowdsourcing Event Mondqi@EM). This work presents a
general framework for CEM systems and demonstrates itste#eess for a P2P application

using a large dataset gathered from BitTorrent users, tegetlih con rmed network events



from two ISPs. We discuss how we designed and deployed anstateto BitTorrent that
implements CEM. This is the rst system that performs realdiservice-level network event
detection through passive monitoring and correlation at@ged performance in end-users'

applications. It has already been installed more than £4j@tes as of May, 2010.
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CHAPTER 1

Introduction

Monitoring network performance is a complex, challengimghtem. Due in part to the
explosive growth of broadband Internet access worldwidday's networks consist of large
numbers of (often) heterogeneous devices connectingnktt&ervice Providers (ISPs) to one
another according to ever-changing business relatioaskiprther, many ISPs rely on manual
con guration to implement policies (e.g., class of servarel virtual private networks) across
collections of geographically dispersed routers — crgadigni cant opportunities for miscon-
gurations leading to disruptions and/or reduced perfonoce Finally, as the number of points
of failure grows with the size and complexity of a network, mtoring the entire network
quickly becomes intractable and consequently many falgoeundetected for long periods of
time.

As end users increasingly rely on their providers for Ing¢ervices such as video stream-
ing, voice over IP (VoIP) and content sharing, minimizing tturation and severity of network
problems is essential for ISPs to retaining subscribersthei revenue. Toward this goal,
network providers commonly use a combination of activelthgeed path measurements (e.g.,
latencies and loss rates) and passively gathered netagek-Information (e.g., Net ow sta-
tistics and BGP data). However, because the volume of acstre peasurements grows with
the square of the number of endpoints to monitor, existirgjesgs must limit the number of
links they cover and the frequency with which they are prolfgaksive measurements such as

those from Net ow and BGP snapshots provide a large volumeatd,dbut gathering, storing
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and extracting meaningfalataonline (i.e., within small numbers of seconds) from thimf
mation is challenging. As such, network performance oatsidproviders' core links is rarely
monitored, leaving ISPs with little to no view of the edgestad network — where most of the
users are located and most of the failures occur.

This thesis posits that an effective way to address thesttions is to detect changes in
network state that impact performance (ireefwork performance eventsy pushing network
monitoring to hosts at the edge of the network. In this apgrpaach host identi es potential
network events using its local view of network performariben gathers events reported by
hosts in the same network to corroborate them. By reusingatktperformance data gathered
passively from running applications and publishing onlgnsuaries of suspected problems, this
technique addresses the scalability issues with netwonkitorang, thereby allowing online
detection and isolation of events that impact performanceétworked services.

The remainder of this introductory chapter is organizedodiews. An overview of this
dissertation is in Section_1.1. Next, Section]1.2 lists thgamcontributions of this work.
Section[1.B summarizes key related research in networktororg and a roadmap for the

remainder of the dissertation is in Section] 1.4.

1.1. Overview

The Internet is increasingly used as a platform for diverstiduted services such as VoIP,
content distribution and IPTV. Given the popularity andgrdial for revenue from these ser-
vices, theiruser experienchas become an important benchmark for service providetsponie

providers and end usei37].
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Perceived user experience is in large part determined Hyafeency, duration and severity
of network events that impact a service. Unfortunatelys¢hevents — which include conges-
tion, ber cuts and routing miscon gurations — are commaag® in today's large and diverse
networks. There is thus a clear need to detect, isolate atedndi@e the root causes of these
service-level network events (i.e., those that impactiappbns) so that operators can resolve
such issues in a timely manner (within seconds or minutegjmeing their impact on revenue
and reputation.

While today's networks generally implement sophisticateflaistructure that detects and
issues alarms when core network elements fail, there renzaglass of failures that often go
undetected — the so-calledent failures(in that they are silent to operators, but not to sub-
scribers). Con guration errors (e.g, incorrect ACL settipg®uting anomalies (e.g., routing
loops), and router bugs (simply because routers are intapéldetecting their own internal
failures) are common causes for silent failures that caraohperformance for services. In
addition, in-network alarms fail to provide informationitelp operators understand the impact
of network events. Despite efforts to use infrastructurentmitor end-to-end performance for
customers, the cost of deployment, the number of servicesotdtor and the volume of data
generated by these solutions limit their scalability, cese times and effectiveness.

Given these limitations, a natural solution would be to deservice-level events by mon-
itoring the end systems where the services are used. Howaeteicting events from the net-
work edge poses a number of interesting challenges. Fmgipactical approach must address
the scalability constraints imposed by collecting and pssing information from potentially
millions of end systems. Second, to assist operators ineadohg problems promptly, events

should be detected quickly (i.e., within minutes), isallte speci ¢ network locations (e.qg.,
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BGP pre xes) and this information should made available tBdSor further troubleshooting
and problem mitigation. Finally, the approach must fazita broad (Internet-scale) deploy-
ment of edge-system monitors, ensure user privacy and gedviistworthy event detection
information.

This work proposes a solution that addresses these issoegltitrowdsourcing event mon-
itoring (CEM). CEM does this by pushing service-level event monitoringh énd systems
where the services are used. Building on end systems has eenoimtlear advantages. First,
the approach provides exibility in the types of monitorisgftware that can be installed in-
side or alongside services, facilitating immediate anddneental deployments. Second, by
leveraging the unique perspective of participating endesys, it offers the potential for broad
network visibility into an increasingly opaque Internein&lly, its collaborative model enables
a highly robust and more scalable system by drawing fromyavede's resources and avoiding
any centralized components.

First, this dissertation describes the challenges facednyyedge-system monitoring ap-
proach and discuss potential solutions. This rst probleraddressing the general problem of
how to detect network performance events from the edge. i8plty, this work develops a
framework for the CEM approach in which each end system pada signi cant portion of
event detection locally, then uses a distributed approaicbdrroborating these events.

Demonstrating the effectiveness of any edge-based agpreaballenging due to the lack
of representative testbeds and the sheer scale and divefrsietworks worldwide. This work
addresses the issue using a large dataset of diagnostimetion from edge systems, gathered

from users running the Ono plugiiq] for the Vuze BitTorrent client. Guided by con rmed
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network events that they observed, we design and implereNttwork Early Warning System
(NEWS) a BitTorrent extension that performs online event detectio

To evaluate the effectiveness of the approach, this workpeoes NEWS-detected events
with con rmed ones, and demonstrates that the CEM crowdsogiapproach detects network
events worldwide, including events spanning multiple reks. The approach is robust to
various parameter settings and incurs reasonably low eaerh

NEWS has already been installed 44,000 times, demonstratihgnly the feasibility of
the CEM approach for a real application, but also that thezeppropriate incentives for wide-
spread adoption. Ongoing work includes working with depels of popular software to in-
strument additional applications and services, such aB ¥old IPTV. To assist with quickly
resolving problems causing detected network events, we ihmiementecNEWSig!H— a sys-
tem that accesses live event information and publishesstdts in real time. As of May, 2010,

this public interface is undergoing beta-testing by ISPs.

1.2. Contributions

This work makes the following contributions.

Edge system monitoring.To push network event detection to the edge of the netwomrk, on
must determine how to ef ciently monitor performance fromtentially millions of hosts in
a completely decentralized manner. Chapter 2 identi es thedhallenges for addressing the
problem in general, and formulates the approach used intrik to solve them. Next, we ad-
dress the general problem of how to use edge-system mangtaridetect network performance
events from the edge (Chaptér 3). One of the primary chalkeirgthis context is to decouple

the cost of detecting network events from the number of hzet®rming detection worldwide,

lhttp://aqualab.cs.northwestern.edu/projects/news/ne wsight.html
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and from the number of networks that need to be monitoredaririternet. Toward this goal,
we develop a framework for the CEM approach in which each estery performs a signif-
icant portion of event detection locally using passive rtummg, then publishes information
only about events corresponding to its network. This apgr@mables a system with overhead
that scales with thaumber of eventisnpacting a service in a network.

Framework for edge system event detectionWhile performance monitoring at scale is
an important rst step toward crowdsourcing event detettihis work must also address the
guestion of how to use the views of network performance gathby uncontrolled (and poten-
tially untrustworthy) hosts to reliably detect network plems. To this end, Chapter 3 presents
a framework for a CEM approach in which each end system peg@risigni cant portion of
event detection locally, then uses a distributed approachdrroborating these events. Local
event detection poses a separate set of challenges in dategwhether multiple, concurrently
detected events in the same network correspond to a netmidekevent. As such cases may
be due to the applications being monitored (e.g., the seigithe cause of the event) or coin-
cidence, CEM requires a technique for identifying when a $é&taal problems in a network
corresponds to a network-wide event. This work uses ahikelil ratio technique, often used in
the medical eld for evaluating treatment effectiveness,iflentifying likely networkevents.

Acquiring network-wide views. Demonstrating the effectiveness of any edge-based ap-
proach is challenging due to the lack of representativeeelstand the sheer scale and diversity
of networks worldwide. Chaptéll 4 addresses this issue uslagga dataset of diagnostic in-
formation from edge systems running the Ono pludif] for the Vuze BitTorrent client, com-
prising more than 970,000 users as of May, 2010. In additionsing the data to guide the

design of the CEM approach, we are making anonymized versibtiss dataset available to
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the community2]. To date, our data-collection infrastructure has recontere than 14 TB of
raw performance data from users in over 200 countries.

CEM performance evaluation. Chaptef b evaluates the effectiveness of the CEM approach
by comparing the events NEWS detected with those made alalbgitwo large ISPs. This
comparison requires a subset of events that both CEM and I8Resigned to detect, and this
work shows that most of the con rmed events fall in this caigg In addition to comparing
CEM-detected events with con rmed ones, the results dematesthat CEM's crowdsourcing
approach allows us to detect network events worldwide uitioly events spanning multiple
networks. The chapter also evaluates the cost of the agpmaerms of the number of events
detected and how much network overhead they generate. Fhésréendicate that the local
detection technique for CEM is robust to various parametttings, generating a reasonable
number of con rmed events across a wide range of detectiasitéty. The analysis further
indicates that the overhead for detection is reasonablylmv time and across networks.

Prototype implementation. The effectiveness of any monitoring and detection appraach
largely determined by the success of its implementationtaadutility of its deployment. To
demonstrate that the CEM approach to event detection isigaifave design and implement
the Network Early Warning System (NEW8&)BitTorrent extension that performs online event
detection. This extension has been publicly released witince code included, and it has been
installed 44,000 times as of May, 2010. In addition to crosudsing event detection through
passive monitoring of BitTorrent, the implementation addes important issues of privacy by
corroborating events without needing personally identieainformation, and ensures broad

deployment through an explicit incentive model for useradopt the software.
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While end users can use this software to detect network e\ates only network operators
can xthem. To assist such operators with quickly resolyangblems causing detected network
events, we have also implementd&WSight — a system that accesses live event information

and publishes its results in real time. This public integfescunder beta testing with ISPs.

1.3. Related Work

The problem of detecting network events (also caletivork anomaligshas attracted a
large number of research efforts. This section presented teview of related work; a full
discussion of related work can be found in Chapter 8. In theextf network monitoring,
CEM is the rst approach for detecting, in an online mannetwaogk events that impact per-
formance for applications running on end user systems. &steof this section describes how
CEM relates to previous work, classi ed according to key @nies of event detection systems.

Crowdsourcing. Central to the CEM approach is the idea of crowdsourcing eveettion
to ensure good coverage and accuracy at the scale of huradthdsisands of users. This model
has successfully enabled projects that include solvingatéable69] or otherwise prohibitively
expensive problems/[ using human computation. Unlike these examples of crowdsiog,
CEM passively monitors network activity from each member ofavd, but it doesiotrequire
human input. Dash et al2§] use a similar model to improve the quality of intrusion aien
systems in an enterprise network and demonstrate its wi#eeiss through simulation using
traf ¢ data from 37 hosts from within their enterprise netko

Event types. A class of previous work focuses on detecting network evengr near

backbone links, using data gathered from layer-3 and beBip3B,42,145,62]. While these

%http://aqualab.cs.northwestern.edu/projects/news/ne wsight.html
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monitors can accurately detect a variety of events, theymmag silent failures (e.g., incompat-
ible Q0S/ACL settings) and their impact on performance.

Other work focuses on detecting network events from a Oisteed platform(8,/36,144,76).
Such work can probe only parts of the network made publictyble — as shown later in this
work, such public views capture a surprisingly small amaefiteal network ows. Further,
these approaches are limited by the overhead of monitoheget paths, a cost that is in the
worst case quadratic and in the best case superlinear veithusmber of networks.

Unlike CEM, these solutions do not correlate these eventsuwsier-perceived performance.
CEM is the rst approach to deteservice-level network everdasid correlate their impact on
application performance from the perspective of end users.

Monitoring location. CEM detects events that impact user-perceived applicateyn p
formance, by running on thend user systenthemselves. While several researchers have
proposed using end-host probing to identify routing difnns and their effect on end-to-
end servicesl/d7,136,73,[77], they have focused on global research and education nietwor
(GREN) [44,76] or enterprise25,135,54] environments and thus have not considered the im-
pact of network events on application performance nor adeet the issues of scalability when
running on end user systems.

Some commercial network monitoring tools generate ows tieulate protocols used
by edge systems (e.g., Keyno&/]). While these can indeed detect end-to-end performance
problems, current deployments require controllable, cidd infrastructure and are inherently
limited to relatively small deployments in PoPs. The CEM aggh does not require any new
infrastructure, nor control of end systems, and thus candialied on systems at the edge of the

network. Several research efforts have investigated e o network measurement (actively
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and passively) from end users, e.g., DIMEH][and Neti@homelg5], but have not explored
the use of their monitoring information for online networkeat detection.

Measurement technique.CEM detects events usimgassive monitorin@f popular appli-
cations, which allows the CEM approach to scale to the vastoeusnof users at the edge of
the network while still detecting events in an online mannera similar vein, previous work
has suggested that the volume and breadth of P2P systemginaaf ¢ could be suf cient to
reveal information about the used network paths withoutiiratg any additional measurement
overhead[22,[76]. PlanetSeer{6] uses passive monitoring of a CDN deployed on Planet-
Lab [56], but relies on active probes to characterize the scopeeodi¢hected events. Casado et
al. [12] and Isdal et al.33] use opportunistic measurement to reach these edges oétivertk,
by leveraging spurious traf c or free-riding in BitTorrentnlike these efforts, CEM takes ad-
vantage of the steady stream of natural, (generally) bemngjrt generated by applications.
Approaches that use active monitoring (e.8,/36]) are limited by the overhead for detection,
which grows with the number of monitored networks and sewidVhile CEM could be com-
bined with limited active probes to assist in charactegand localizing network events, it does

not require them.

1.4. Roadmap

The remainder of this dissertation is organized as follo@kaptef 2 motivates the CEM
approach for crowdsourcing network event detection byudising the advantages of edge-
system monitoring. The chapter details the challengesatihasolution must overcome to bring

the approach to fruition.
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Chaptef B addresses these challenges through a generievivafer crowdsourcing event
detection. In particular, it presents an architecture wimeeach host performs passive local
event detection, publishes information only about sugaketents to distributed storage, then
uses reports of events from other hosts in the same netwatkteymine whether a network-
wide event is occurring.

Evaluating any system intended to work at an Internet scaigt mddress the challenge of
acquiring and using a representative dataset with whictvatuate its effectiveness. Chap-
ter[4 describes the data collected by our Ono extendidht$ the Vuze BitTorrent client, and
demonstrate that it is suf cient in scale and coverage tduata CEM. It also describes the set
of con rmed network events that are compared with thosedaeteby the CEM approach.

Chaptef b describes how we use these datasets to designra,syatied the Network Early
Warning System (NEWS), for using BitTorrent to crowdsourctvoek event detection. The
chapter illustrates key features of NEWS using case studis public events. Chaptét 6
provides an evaluation of this approach in the wide area. dtit@n to comparing NEWS-
detected events with those con rmed by ISPs, the chapteepts results from detecting events
worldwide, including cross-network events. The resultsvsithat NEWS does not generate
unduly large numbers of events across a wide range of loealtaletection settings, and that
the overhead for corroborated network events is reasomhably

Chaptei .V discusses how we implemented and deployed a prettigt implements the
CEM approach for the Vuze BitTorrent client. This software bagn installed more than
44,000 times as of May, 2010, validating the incentivestier@EM approach. The chapter also
describeNEWSCollectqgra service that crawls distributed storage for eventsNiBd&/Sighta

public interface for presenting globally detected events @lowing experts to con rm them.
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A discussion of related work can be found in Chapler 8, a summfthis dissertation's
contributions in Chaptdrl 9 and we conclude in Chaptér 10 byuds&ng the role of this work
in its broader research agenda and the topics we would likddoess as part of future work in

this area.
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CHAPTER 2

Network Monitoring at the Edge

A natural consequence of the Internet's continued expdogrowth is that service disrup-
tions are the rule, not the exception. Since the level ohbdity in a network is dependent on
the time to identify and isolate problems, a great deal o¥iptes work focuses onetecting
changes in network state indicative of a potential probl€ms work refers to such changes as
network eventsSuch problems can be caused by congestion, link failucgsgaration errors
or malicious activity. Once an event is detected, infororathbout its time and location are

provided to a network operator for the purpose of root-caumsdysis and resolution.

2.1. Detecting Events

In general, network event detection consists of monitoamymber okignalsand using a
detection algorithm to determine when there may be a probExamples of commonly used
signals include round-trip time (RTT) latencies for segdpackets between network devices,
the rate of packet loss along a path, the volume of data owlmgugh a router, the paths used
to route traf c inside a network and the set of Internet patldsertised by external networks
through the Border Gateway Protocol (BGP).

Given a time series of these values, an event is detected thkemis an abnormal change
in one or more values. For latency and loss, the techniquebreay simply set a threshold
(e.g., more than 3% packet loss is an event). When evaluagigigegate ows at routers, prin-

cipal component analysis and subspace detection has ¢iptdenising results42]. Likewise,
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edge detection using moving averages has been proposestéctidg sudden drops in through-
put [9].

Network providers use a variety of techniques to monitordtate of their core links and
detect most issues affecting their corresponding perfoomaDespite the effectiveness of these
solutions, there remains a class of failures that often gmeletected — the so-called silent
failures. Con guration errors (e.g, incorrect ACL settings)uting anomalies (e.g., routing
loops), and router bugs (simply because routers are intapéldetecting their own internal
failures) are common causes for silent failures that caraohperformance for services.

In addition to silent failures, providers cannot detectybems in regions of the network that
they do not monitor. These regions are usually located aedges of network (for example,

last-mile links), where most subscribers are located.

2.2. A Case for Edge Monitoring

To address these limitations, we propose detecting selavet events, as they occur, through
monitoring software that runs inside or alongside applicet on the end systems where they
are used. Rather than replacing existing (and effective)itoramg infrastructures currently in
place, CEM is designed to extend event detection to the kihdatages currently visible only
to end-to-end monitoring platforms (e.g., silent failjres

Table[2.1 summarizes how the CEM approach differs from presagork in network event
detection. At a high level, CEM offers the following key difemces and advantages. First, it

reveals the application's view of performance, while masipus work focuses on aggregated
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| Approach | Eventtype | Coverage | Detection time |
ISP monitoring
Failures[27,136,[73,77] Network Core Online
Chronic event§4§| Network Core Ofine
IPTV [47] Network/Service Core-Edge Ofine
GREN monitoring
All pairs (active)[8] Network/Service GREN O(h) time
All pairs (passive]76] Service GREN Online
Distributed probe$36] Network GREN-to-Visible Edge  O(n) time
CEM
Services/OS (passive Service Edge-to-Edge Online

Table 2.1. Comparison of network event detection approacli@s systems
where detection times depend on system gize the number of monitors and
is the number of monitored networks.

views and inferred end-to-end performance. Acquiring sieisvice-level view of network per-
formance also allows us to rule out sudden changes in peafacenthat are expected behavior
for an application.

By using a decentralized approach to detection that runs drsgstems, CEM avoids the
need for new infrastructure nor access to proprietary |&#tnmation (e.g., router-level views).
Last, because the CEM approach is designed to run in (or atte)gsopular networked ap-
plications installed at the edge of the network, its coverafjnetwork events grows naturally
with the Internet itself. As a result, CEM provides visibjlinto regions of the network cur-
rently hidden from public views such as BGP feeds, and it caaatievents that span multiple

administrative domains.
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2.3. Challenges

While promising, CEM poses a number of important design andementation challenges.
As discussed below, the issues of scalability and detegtianularity are general to any moni-
toring system. In the context of pushing monitoring to enstegns, CEM must also address the
issues of privacy, reliability and adoption.

Scalability. When pushing the coverage of a monitoring system toward dige ef the
network, the number of included network elements — and thespportunities for failures —
rapidly increase. With more than 1 billion Internet usersldwide, an edge monitoring system
that includes even a small fraction of the population muppsut millions of hosts. As such,
collecting and processing raw performance data using aateet infrastructure is neither
scalable nor practical. Extending existing network mainitgp approaches to edge systems is
nontrivial: deployments in network edge devices (e.g., D&®ldems) are dif cult or impossible
without vendor support; moreover, managing data for ordwent detection may require costly
dedicated infrastructur24).

We propose a decentralized approach to event detectiometieg on each system detect-
ing local service-level performance problems as poteng&vork events. By processing per-
formance data at the edge systems, the CEM approach fasliget immediately deployable,
scalable monitoring system. Speci cally, the overheadiined by CEM (e.g., CPU, memory
and network consumption) should scale with the numbesveintsin a network, as opposed
to the number of hosts performing monitoring or the numbesighals being monitored. By
publishing only compact summaries of locally detected &yghe amount of network activity

generated by the approach is minimal.
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Granularity . Any online network monitoring system must quickly identifetwork events
and determine the affected network region. The time to det@coblem is largely dependent
on how frequently a system can sample performance infoomdtiat potentially indicates a
problem. By gathering and processing performance infoondbcally at each end system,
CEM can detect events with ne granularity (on the order ofosets) and relatively low CPU
and memory overhead. By comparison, in-network active mani tools commonly provide
ve-minute granularity, while those launched from distrtbd research platforms can take tens
of minutes [B€] if not hours.

To isolate the scope of network events, CEM uses multipldlipdatected events from the
same network location. Similar to many distributed momitgrtools, CEM can take advantage
of publicly available network regions such as BGP pre xes A&thumbers. More importantly,
CEM can incorporatany structured network information. For example, this workl\show
how we have successfully usedoisinformation to localize groups of hosts and exploited
richer information such as AS relationships and detailguoblagies allow us to detect cross-
network problems.

Privacy. Any implementation of an edge-based network monitoringise is subject to
privacy concerns. In previous work that used control-lapérmation (e.g., BGP updates),
network probes (e.g., traceroutes) or aggregate ows totiffenetwork events, privacy is en-
sured because no personally identi able information (RRIBxchanged.

However, in an edge-based approach that relies on corridmor@mong multiple vantage
points to con rm and isolate events, users must share irdition about their network views.
By passively monitoring performance signals and processiam locally, CEM obviates the

need for publishing information that could reveal the dstai user activity. In fact, CEM need
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only distinguish when locally detected event reports coroenfdifferent users. As discussed
in Chaptef ¥, this allows a CEM deployment to remain effectiitbout publishing any PII (or
even IP addresses).

Trust. Most existing network event detection approaches areeamehted as closed, con-
trolled systems where third parties are unable or highlikehf to affect the accuracy or validity
of detected problems. In the context of edge-based dete@ioopen, decentralized approach
is vulnerable to attack. For example, one ISP may wish tos@ai the system by introducing
false reports of events detected by users in a competi®iPs$ectioh 512 proposes several ways
to harden an implementation against such attacks.

Deployment model Any network event detection approach is limited by the cage of
its deployment. ISPs can fully control the coverage of tineimitoring systems in the sense
that they can place monitoring devices and software atrariiitocations in their network.
In practice, however, ISPs are limited by the fact that thet b deploying and maintaining
monitoring devices scales with the size of the monitoringlogment. Further, devices installed
at the edge of the network (e.g., cable modems) are oftendad\by third-party vendors that
limit opportunities for monitoring.

Adding monitoring software to distributed research platfe such as PlanetLab is typically
“free”, but is limited by the portions of the network visible participating hosts. As we have
shown in previous work1§], this view misses a large portion of the Internet that isialty
used by edge systems.

As an application-layer approach, there is no cost to de@lelyl and there are practically
no limitations as to where participating hosts can be laiabt@wever, the main challenge is

gaining widespread adoption. One can address this issugbypiorating the software into an
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operating system, providing it as a separate applicationing as a background service, and/or
distributing it as part of networked applications.

In deployments where users must install new software, anogppte incentive model is
essential. Existing approaches to network monitoring hesesl incentives such as micropay-
ments b8, altruism 64] and mutual bene t17].

Based on the success of Ornb/], we use a mutual bene t model where providers and
subscribers both gain from participation. In this instarst#oscribers (i.e., those running moni-
toring software) bene t from immediate noti cation and Igimg of network performance prob-
lems while network providers receive a more detailed viewhefr network for improving the
quality of their service. This has been suf cient for a ptgfme implementation of CEM already
installed over 44,000 times as of May, 2010. While the curf&aM prototype is designed to
run on top of BitTorrent, the approach generalizes to anyiegbn with large numbers of
active users (e.g, VoIP and IPTV).

The next chapter addresses many of these challenges witlesagjapproach to performing

service-level network monitoring from edge systems.
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CHAPTER 3

CEM Framework

This chapter develops a general framework for crowdsogrogtwork event monitoring.
The next section presents a high-level architecture fosyiséeem, and is followed by a discus-

sion of how to use locally detected events to diagnose wréasiissues.

3.1. Architecture

As discussed in the previous chapter, the CEM approach caagieyeéd as part of an op-
erating system, a separate application running as a baokdreervice or inside a monitored
application. Regardless of the deployment model, the approansists oedge system mon-
itors (ESMSs) installed on end systems to detect service-levddlpnas associated with one or
more networks. The approach assumes that each ESM has &waess or more sources of
performance information (e.g., transfer rates, changégemcy and dropped packets) and that
information can be gathered to form a time series for evetdatien. Another assumption is
that each ESM can connect to a distributed storage systehate siformation about detected
events. Examples include distributed hash tables (DHT& ) chyud-based storage systems.

Figurel3.1 depicts the CEM architecture and Lisfing 3.1 press@ava-style pseudocode for
high-level aspects of how CEM operates. In the gure, thedrattight portion of the diagram

depicts hosts in a distributed system, each running CEM so&wdepicted as shaded rectangles.
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Figure 3.1. Schematic view of the proposed event detecppnoach.

As discussed in the previous section, it is infeasible fayeegystems to publish detailed
performance data for scalability and privacy reasons. Tress this issue, our approach de-
tects events affecting each ESM using only locally avaélgddrformance data, gathered mostly
through passive monitoring (step (1) of the gure; line 8 iepdocode). In Sectidn 3.2, we
discuss how CEM processes performance information to detectts (liné_10) and rules out
changes in performance that are normal application behéine[13).

Local event detection presents new design challenges terrdming the scope and sever-
ity of events. Speci cally, CEM must enable participatingst®to acquire network-wide views
to corroborate events detected through their local view. Gieldresses this through a decen-

tralized approach to disseminating information about ctetéevents and the network(s) they

impact.
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In particular, each edge system publishes its locally deteevents to distributed storage
(step (2) in Fig[3.1; liné 21 in pseudocode), allowing artyeotparticipating host to examine
these aggregate events. Distributed storage additioofilys the appealing properties of scal-
ability and resilience, facilitating the retrieval of etenformation even during problems such
as network partitions.

Of course, multiple hosts may detect local events at the seneeby coincidence, and not
because of a network event. Section 3.3 discusses how CEMde&s the likelihood that a
set of these locally detected problems actually corresptmdnetworkevent.

In the CEM architecture, network events can be detected bytiretors themselves or via
third-party analysis. Each participating host can use tsigibluted store to capture events cor-
responding to its network (step (3) in Fig.13.1; Iiné 25 inymkscode), then determine whether
these local events indicate a network event 48). Aaluitly, a third-party system (e.g.,
one maintained by an ISP or other organization) could useigtgbuted store to perform the
analysis (step (4) in Fig._3.1). Thus network customers canitor the level of service they re-
ceive and operators can be informed about events as they, ezpediting root-cause analysis
and resolution. A prototype implementation of such a serisgresented in Chapier 7.

Listing[3.1 presents the high-level pseudocode correspgrid the key aspects of this ar-
chitecture. Thevhile loop (starting on lin€l6) consists of the logic for local evdatection,
while the remoteEventCallback (line[32) corresponds to the functionality for corrobo-
rating locally detected events. The following sectionsagon the above architecture and
pseudocode for edge detection, beginning with how to dgtedbrmance events at end sys-

tems.

Listing 3.1. Pseudocode for CEM.
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[ * global state */
/I performanceSignals: collection of performance signals to monitor
/I groupings: collection of network locations for local hos t

/I samplelnterval: time between signal samples

while  (true ) {
| = iterate over each performance signal */
for (String signal : performanceSignals){
/ = perform event detection on signal */
boolean eventDetected = detectPerformanceDrop(signal);
[+ use application level information to determine if event
was normal behavior */
if (eventDetected && lisExpectedDrop(signal))
addTolLocalEvents(signal);
} // end for each performance signal
/ = if event detected, publish it and corroborate it * |
if  (localEventCount>0){
/= perform for each network grouping (e.g., BGP prefix) */
for (String networkGrouping : groupings){
[ * publish the event */
publishLocalEventSummary(networkGrouping);
/ = retrieve events detected by remote hosts in the same
network group; remoteEventCallback (defined below)

enables asynchronous operation * [
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retrieveRemoteEvents(networkGrouping, remoteEventCal Iback);
}
} // end if there is a local event
/ = perform once per sample interval */
sleep(samplelnterval);

} /I end signal sampling loop

void remoteEventCallback(){
[ = after retrieving remote events, perform
corroboration per network grouping * [
for (String networkGrouping : groupings){
/ = for each local event to corroborate */
for (long timestamp : getLocalEventTimes(networkGrouping)){
[+ grab remote events detected at same time */
Collection<Event> remoteEvents = getRemoteEvents(times tamp);
[ * determine relatively likelihood that the observed events a
occurring compared to the probability they would happen by
coincidence */
double relativeLikelihood =
observedDetectionRate(remoteEvents) /
probabilityCoincidence(remoteEvents);
/= if detected events occur sufficiently more often than chanc
event is corroborated as likely network event */

if (relativeLikelihood > likelihoodThreshold)

38

re
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announceCorroboratedNetworkEvent(networkGrouping);
} // end for each local event timestamp
} /I end for each network grouping

} /I end remoteEventCallback

3.2. Local Detection

The rst step in CEM is to analyze local performance inforroatio determine whether
the monitored host is experiencing a problem. This sectisnudses the types of available

performance signals and techniques for detecting locébpeance events.

3.2.1. Performance Signals

By pushing detection to end systems located at the edge oftimork, CEM can use a wide
variety of service-level information to diagnose localfpemance problems (Table 3.1). Ex-
amples of thesperformance signalavailable to any monitored application include ow and
path-quality information such as throughput, loss andhlgigss. The approach can also incor-
porate service-speci ¢ information to distinguish nornpalrformance changes from potential
network events. For instance, P2P le-sharing systems oavige information about whether a
transfer has completed and a VoIP application can indicaenvhere is silence. The approach
additionally can use system-level information for loca¢etdetection. For example, the oper-
ating system can provide information about throughput corexd byall running applications,
allowing CEM to account for the performance impact of conentapplications. Because these
types of information can be gathered passively, they carabgked frequently so that events

are detected as soon as they occur.
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Signals Generally Available

Overall upload rate Overall download rate

Per-connection upload ratd’er-connection download rate

Connected hosts RTT latencies

Service-Speci ¢ Signals
BitTorrent

Availability Connected seeders/leechers

Number available leechersNumber available seeds

Number active downloads Number active uploads

U)

\VoIP
Jitter | Voice packet loss
IPTV
Dropped frames \ Channel changing delay

Table 3.1. Signals available when monitoring applications

It is important to note that CEM does not require active measents foldetectingevents.
However,to assist with diagnosingetwork problems, the approach can incorporate limited
active measurements such as traceroutes, pings and dexdoktdwidth probes. The design

and deployment of such hybrid measurement systems is |&ftae work.

3.2.2. Local Event Detection

CEM uses signals described in the previous section to deeatperformance events. The goal
of local detection is to identify performance problems ntipeovide suf cient information for
determining the scope of the problem, i.e., whether thelprolis local (isoalted to single ESM)
or network-related. To this end, CEM must incorporate a deted¢echnique that identi es
performance problems from the set of available signals. diiput of local detection is a
summary for each event describing its type (e.g., unexgedtep in throughput, lost video

frame), the time of detection, where in the network it wagsoh&red and how it was detected.
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The types of events that can be detected and the appropdtrique to detect them are
dependent on the service being monitored. For instancey winaitoring end-to-end through-
put for a host (e.g., for video streaming), we show that mg\amerages can identify sudden
drops in transfer rates potentially caused by a networleigg&a congestion. In the domain of
IPTV [47], video quality (among other factors) may indicate proldesith the network. Alter-
natively, a P2P le-sharing application may detect droppednections for a subset of its peers,
indicating a network event impacting only certain pre xesq, due to routing issues). Finally,
a VolP application may experience sudden jitter that imgpaatl quality. CEM is agnostic to
how these events are detected, so long as they correspoexVicesievel problems.

Correlating local events. Performance changes for monitored services do not nedgssar
indicatewidespreadproblems. In a P2P le-sharing application like BitTorrefdr example,
download rates often drop to zero abruptly. While this mayeappt rst to be a network
problem, it can be explained by the fact that downloadingstehen the transfer is complete.
Additionally, information gathered at the operating systevel can assist in evaluating whether
changes in performance are caused by interactions amomgcent applications (e.g., VoIP
and P2P le sharing) instead of the network.

As one removes these confounding factors from the analygs;on dence that a detected
problem is independent of the monitored service improvamil&ly, concurrent events oc-
curring inmultiple performance signals for a service (e.g., download and dplai@s), further
increases the con dence that the event is independent fehace. As the following chapter
shows, incorporating this service-level information iloyes the quality of event detection.

Publishing local events After detecting a local event, CEM determines whether otbstdh

in the same network are seeing the same problem at the samentitith requires hosts to share
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local event detection results. Because the approach musttegaotentially millions of hosts,

distributed storage (e.g., a DHT) is a viable medium for islgathese events.

3.3. Group Detection

Locally detected events may indicate a network problemehah local view alone is insuf-
cient to determine if this is the case. We now formulate ahteque for using multiple hosts'

perspectives to con dently identify when a network problenthe source.

3.3.1. Corroboration or Coincidence?

To identify events impacting a particular network, CEM rsitpers a list of events reported
by monitors in that network. This can be done periodicallpoerdemand (e.g., in response to
events detected by an ESM). If multiple events occur at tihees@me in the same network,
CEM must determine if these events are likely to be due to theork.

There is a number of reasons why multiple hosts can detentegencurrently in the same
network. For example, problems can be isolated to one or medaged physical networks
due to a router malfunction or congestion. The problem can bk isolated to the service
driving network activity, e.g., performance from a Web sgrer from a swarm of P2P users
sharing content. Finally, simultaneous events can occuhlayce, e.g., due to multiple users
experiencing interference on separate wireless routers.

The following paragraphs discuss how CEM accounts for serspeci ¢ dependencies and
correlated events that occur by coincidence. After acaogrior service dependencies, CEM
tests the null hypothesis that each host experiences eneleisendently at randond not due

to network problems. By comparing this value to the obserate of local events occurring
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concurrently for hosts in a network, CEM can determineréiative likelihoodof the detected
problem being caused by the network instead of by chance.

Eliminating confounding factors. To test the null hypothesis that groups of hosts expe-
rience events independently at random, one must rst detertie probability that each host
detects local problems independently. Given a set of ppatitg hostsH , each hosh pro-
duces a serieBn = fap;i;ani+1;::; a9 for the time periodl = [i;j ], such that at time,
ant = 1 if a local event was detected aag; = O otherwise. During the time periofl, the
observed detection rate is the estimate of the probabilibpsth detecting a local event at any

given time:
1 X

Lh= -
J I t=i

an:t

If two hosts' performance are mutually dependent at a givee {e.g., because they are
transferring data with each other), the independence ggsammentioned above does not
hold. Thus, to control for such dependencies in conculyatdtected events, any set of hosts
whose performance is mutually dependent during a timevatér 1;i] are treated as the
same host during that interval for the purpose of the amalyisi this case, such hosts do not
corroborate each other's events. To give a more concret@@eain the context of P2P le-
sharing application, performance problems seen by peatsatke downloading the same le

and connected to each other ad treated as independent events.

INote that if the goal is to detect problems caused by a seprieeider disruption instead of a network event, one
need only change the order of grouping. This work, howewsysges on detecting service-level problems caused
by network events.
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After this step, CEM must quantify the probabilitymindependent hosts detecting an event

at the same timby coincidencei.e., the joint probability that for a given tinte

X
ant N
h

In general, this is calculated as the union probability of ane ofN participating hosts seeing

an event:

N X X
P( Ln)=  P(Ln) P(Ln\ Lj)+
(3.1) h=1 h=1 j>h =1

+( D" P(L.\ o\ Ly)

Given that the null hypothesis is that the events are ind#ggr@mone can simplify the union

probability:

M X X
P( Ln)= P(Ln) P(Ln)P(Lj)+ ::
(3.2) h=1 h=1 i>h =1

+( 1)" *P(L1):P(Ln)

This equation gives the union probability fany onehost seeing an event, i.e., without
corroboration. Generally, this is much larger than the plolity that at leash hosts { <n
N ) in the network will see concurrent events. Calculating émtails peeling off the rshh 1
terms of Equatiof_312. For example, the probability thatast two hosts will see concurrent

events is:
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™ X
P( L[ Lj) = P(Ln)P(L;)
i>h =1 j>h =1

X
(3.3) P(Ln)P(L;)P(Lk)

k>j>h =1

+ 4+ ( D" P(LY):P(Ly)

The next step in the analysis is to use these equations tolatddche likelihoods of groups
of hosts seeing events at the same time by coincidence, amdtkht this probability quickly
decreases as the number of corroborating hosts increases.

Effect of corroboration. Intuitively, the con dence in a detected event being dueh® t
network increases with the number of hosts detecting thetered the number of independent
performance signals indicating the event. The followingagaaphs quantify the impact of these
factors through a simulation of a region of interest (e.®GP pre x) with N hosts.

In the simulation, each of these hosts provides multipléoperance signals as described
in Section 3.21. The probability of hoktwitnessing an event in one signaly, is chosen
uniformly at random in the rang@005 L,; 0:05. Similarly, the probability of witnessing
a local event concurrently in two signalsy,, is chosen uniformly at random from the range
0:005 Lp2 Lpyandthe range for three signals,; is0:005 Lyz Lpe. This approach
simulates the typical scenario that events in multiple peatelent performance signals are less
likely than events in any single signal.

These simulations can be used to determine the probahiliyosts L <c 5) seeing an

event by coincidence for networks with = 10; 25; 50 hosts, then compare this value with the
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Figure 3.2. The effects of key parameters on the likelihdiocborelated events
when compared to uncorrelated events. Relative likelihatmisease as the

number of corroborating hosts and signals increases.
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probability of anyonehost seeing an event. For each setting, the graphs are basedegate
results from 100 randomly generated networks.

Figure 3.2(d) uses a CDF to show the effect of varying the dileeonetwork on the prob-
ability of seeing correlated events by coincidence. In ganéhe gure con rms the intuition
that relatively large numbers of monitored hosts are uhfik@see network events at the same
time simply by coincidence. More concretely, fér= 50, four hosts are an order of magnitude
less likely to see simultaneous events than two hosts. Tisarsimilar effect when varying the
number of signals detecting local events (FfFig. 3]2(b)) —tioee signals experiencing perfor-
mance events concurrently, the less likely it is that thenesare occurring by chance. When
N =25, e.qg., itis three orders of magnitude less likely that vepeexperience synchronized
events in three performance signals than in one signal.

Relative likelihood. As discussed at the beginning of this section, a goal of CEM is t
determine the relative likelihood that concurrent locatreg are due to the network and not
happening by coincidence. To quantify this, we proposeguaiikelihood ratio, i.e., the ratio
of the observed probability of concurrent events to the abdliy of concurrent events happen-
ing independently. Likelihood ratios are often used, foaraple, in the eld of medicine for
diagnostic testing to determine the probability that a ool (e.g., a disease) is present.

To derive this ratio, CEM rst takes events seenrbpeers in a network at timg and nds
the union probabilityP, that then (out of N) peers will see a performance problem at titne
by coincidence. Next, CEM determines the empirical proligl(iP.) thatn peers see the same
type of event (i.e, by counting the number of time steps wheyeers see an event concurrently
and dividing by the total number of time steps in the obs@wainterval,l). The likelihood

ratio is computed akR = P =P, whereLR > 1 indicates that detected events are occurring



48

more often than by coincidence for a given network and dietedettings. These events are
considered indicative of a network problem.

The larger the value fdrtR, the more con dent is the conclusion that detected problaras
due to the network. As Chapter 5 shows, a vdl&e> 2 is suf cient for detecting con rmed
events in a large ISP. In fact, the threshold valuelfi@rserves as a single “tuning knob” that
operators and users can modify to control the frequencywitich network events are detected.

The impact of this setting is discussed in Chapter 6.

3.3.2. Problem Isolation

After detecting a local event, CEM can use information puiadsin event reports to determine
the scope of the problem. If the event is local to a host fi@gther hosts report problems), it is
likely an isolated issue (e.g., a home router malfunctibtgwever, if many hosts in a network
detect an event at the same time, itis likely a problem bedtesded by the responsible network
operators. In such cases, CEM should be able to identify ttveonke affected by the event so
as to provide the necessary information for operators terdene the root cause and x the
problem [34].

CEM supports localization of problems using structural infation about the organization
of networks and their geographic locations. For instaniceam use events detected by hosts
in the same routable BGP pre x or ASN, and use geographic iné&tion to localize events
to cities and countries. Further, CEM can use an AS-levelmetegraph to localize network
issues to upstream providers or a router-level graph tategroblematic routers and links.
Finally, CEM could use a variety of other sources of locatmfioimation, ranging from identi-

fying codes fi(] to data gathered frorwhois listings. In the end, the granularity of detected
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problems is directly tied to the level of detail in the avhl&localization information. As the
following chapters show, even publicly available informatsuch as BGP pre xes is suf cient

for detecting problems.
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CHAPTER 4

Network-Wide Views

The previous section described the CEM approach for detpetiants from edge systems.
Designing, deploying and evaluating CEM, however, posesrésting and signi cant chal-
lenges given the absence of a platform for experimentatitimesedge of the network or at the
appropriate scale.

A promising way to address this is by leveraging the netwoekwof peers in large-scale
P2P systems. P2P systems use decentralization to enalrigeaafscalable, reliable services
and are so prevalent that reports indicate they generate 4% of Internet traf c B2]. By
avoiding the need to deploy additional infrastructure afferimg hosts that are already coop-
erating R9], these systems are an appealing vehicle for monitoringe-tbat grows naturally
with the network[R2,76].

Based on these advantages, we designed and evaluated ggpeatoplementation of CEM
in a large P2P system. To guide its design and evaluate @stefness at scale, our analysis
takes advantage of a large edge-system dataset compmanes tof BitTorrent performance
from millions of IP addresses. The following paragraphscdbs this unique dataset, a col-
lection of con rmed network problems used for evaluationdaa particular case study that
motivates our implementation. The section concludes witlescription of theNetwork Early
Warning System (NEWS) prototype edge-based event detection system that uSesrBiit as
a host application. NEWS is currently deployed as a plugiriiferVVuze BitTorrent client{Q],

to facilitate adoption and to piggyback on the applicasdarge user base.



51

Building on P2P systems to provide network monitoring is nibh@ut limitations. For one,
each monitor contributes its view only while the P2P systemctive, which is subject to user
behavior beyond our control. Second, the monitored en@systay run other applications that
interfere with the P2P application and event detectionaliinsome event detection techniques
require access to privileged system calls and informatmnaccessible to a P2P application.
The next chapter shows that despite these challenges NEW&etart network events simply
by passively monitoring BitTorrent, thus validating the CEppeoach.

The remainder of this chapter describes the edge-systamatatsed in this work, how the
data is collected and the uniqueness of the view it provi@ibese section closes by describing

the con rmed network problems used to validate NEWS.

4.1. Data Collection Infrastructure

The realization of NEWS is guided by measurement data gattiesen the Ono plugin for
Vuze. Ono implements a biased peer selection service aibrediacing the amount of costly
cross-ISP traf ¢ generated by BitTorrent without sacri gisystem performanc@7]. Because
this service can, in fact, improve performance for end yseenjoys a large-scale adoption
that has provided an unparalleled opportunity for netwodasurement and, with it, enormous
challenges for data collection. Before discussing the I$atéthis collection infrastructure, the
following paragraphs provide some brief details about tim® Glient instrumented to collect
performance measurements.

Taming the Torrent. Peer-to-peer (P2P) systems, which provide a variety of jpojser-

vices, such as le sharing, video streaming and voice-dRecontribute a signi cant portion
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of today's Internet traf c. By building overlay networks thare oblivious to the underlying In-
ternet topology and routing, these systems have becomefdhe greatest traf c-engineering
challenges for Internet Service Providers (ISPs) and theceaf costly data traf ¢ ows. Inan
attempt to reduce these operational costs, ISPs haveargthpe, block or otherwise limit P2P
traf ¢, much to the chagrin of their subscribers, who cotesisly nds ways to eschew these
controls or simply switch providers.

Ono addresses this problem through an approach to reduumgdstly cross-ISP traf ¢
without sacri cing system performance. A key feature of Qathat it recycles network views
gathered, at low cost, from CDNSs to drive biased peer seleenthout any path monitoring
or probing. Following from the observation that CDN redirecss are driven primarily by
latency B7], Ono is derived from the hypothesis that if two peers extsimilar redirection
behavior, they are likely to be close to one another. In masgs, we expect that these nearby
peers will be mostly within the same ISP, thus avoiding ci@3traf c and optimizing clients'
performance by avoiding most network bottleneds [

Unlike previous oracle-based proposdsllQ], our CDN-based approach does not require
new infrastructure and does not depend on cooperation batl#s and their subscribers. This
work is a concrete example of the use of “recycled” informatigathered by long-running ser-
vices such as CDNs, in building more ef cient services — orstance of a negative feedback
loop essential to Internet scalability.

To validate our approach, we made Ono freely available asxen&on to the popular
Azureus BitTorrent client beginning in April 2007. Using uéts collected from a deployment
in BitTorrent with over 120,000 users in nearly 3,000 netvgokke showed that our lightweight

approach signi cantly reduces cross-ISP traf c and ove¥38f the time it selects peers along
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paths that are within a single autonomous system (AS). Byrive nd that our system locates
peers along paths that have two orders of magnitude lowendgtand 30% lower loss rates
than those picked at random, and that these high-qualityspetn lead to signi cant improve-
ments in transfer rates. In challenged settings where peersverloaded in terms of available
bandwidth, our approach provides 31% average downlo&dirgirovement; in environments
with large available bandwidth, it increases downloadsate207% on average (and improves
median rates by 883%).

As of May, 2010, the software has been installed more tharfD80dimes in 200 countries
and typically has between 10,000 to 20,000 users online g@erld addition to implementing
our scalable biased peer selection technique, the sofpreaferms network measurements and
records information about le-transfer performance (asalived in Sectioh 412).

Collecting Internet-scale measurements with spare partsThe design, implementation
and deployment of a hardware and software infrastructureufiport this data collection is
the topic of an ongoing systems project. To date, we haverdedoon the order of 14 TB of
raw performance data; each day we must support hundredetsahds of concurrent data-
reporting connections from users, perform online archéwal ensure that user performance is
not negatively affected by data collection.

The design of any data collection infrastructure must belealiiby the scale of its con-
tributing hosts. While testing the Ono software in a conglenvironment, active clients
never numbered more than a few hundred (based on the size &fléinetLab deployment).
In this context, each client simply reported its measurdméinectly to database servers using

a MySQL interface built into the Ono software.

lUsers are informed of the diagnostic information gathengthle plugin and are given the chance to opt out. In
any case, no personally identi able information is ever |mlted.
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To evaluate the effectiveness of Ono in the wild, we addedkatd the software from a Wiki
page describing the BitTorrent client that supports it. Witlveeks we attracted thousands of
users who installed the client and reported data to centi@diservers. Despite using a server-
class machine to host the database, there were simply top commections established (and
maintained) in parallel, and a more scalable solution wasired. In particular, we require an
infrastructure that supports thousands of concurrenttdiestablishing short-lived connections,
and a data recording solution that permits regular arcloiveg¢ported data without interrupting
ongoing data recording. Finally, and perhaps most imptytatme solution must ensure that
any issues with data collection on the server side are lsieigd clients of our software. If
these issues affect the user experience (e.g., causingame), users are likely to uninstall or
otherwise disable the software.

Our data-collection system is a three-tier Web serviceioiegin Figurd 4.11. On the client
side, Ono software continuously records data and perithgiceshes it to our data collection
infrastructure. In particular, Ono uses a gzip stream tocedhe network overhead for trans-
mitting data and does so at regular intervals to prevent #weel to transmit large volumes of
data at the end of a user session. In fact, because users stay tieir BitTorrent client (e.g.,
due to software upgrades) Ono must not impose an unreagothalaly while reporting data at
the end of a session. Ono thus reports data for at most ongavahthe end of a session and do
so in small batches to ensure the maximum possible part@hation is recorded.

The data is reported to one of several Web servers runninghgpand using PHP scripts
to parse and store the data. Using Web servers allows us tadgally change how and
where the data is actually stored, and to make these chamgesponse to variations in load.

To acheive good performance, each server is con gured witersive optimizations for data
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Figure 4.1. High-level architecture of our data-collest®gystem. The top of
gure illustrates the rst tier, which corresponds to clisnocated throughout
the Internet. The bottom of the gure represents the sesig-portion of our
infrastructure, located in private networks.

collection, including network settings to tune connecpenformance and PHP opcode caching
to minimize CPU consumption and processing time.

The last tier of our infrastructure is a set of servers rugitySQL. Again, our system
supports an arbitrary number of database servers that camelpged on demand, thus allowing

us to adjust in response to the dynamic loads that Ono useesage.
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Our system collects between 20 and 30 GB of raw data per dayn3ore manageable-
sized archives, our system uses a cron job to perform a coenipdekup of our dataset every
day. Once the day's data has been compressed and replitasedkleted from the production
database servers.

Itis important to note that an archival discipline can ifgez with ongoing data collection if
there is contention for the same data. In this case, cooter#tithe rule: there is always a client
writing to a table at the same moment that the archival joldsde read from it. To address
this issue, the data-collection servers maintain two ceplof the same database schema on our
servers — an active and inactive database. The Web senasevakies in a separate location
to determine which database to use for reporting data. Mausn the archival task begins, if
rst swaps the identities of the active and inactive dataisathen it safely reads from the (now)
inactive database without any contention.

During the past two years, we have successfully scaled ifopm to support the increas-
ing numbers of clients reporting data. To assist the comtyuwmith data collection in other
environments of similar scale, we will make our system desand the software that supports

it, publicly available.

4.2. BitTorrent Traces

Nearly 1,000,000 users as of May, 2010, distributed in 00&r@untries, Ono is the largest
end-system monitoring service. The following paragrapscdbe the data collected; summary

information about Ono users is in Tablel4.1.
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| Category \ Number (Pct of total)
Number of users 970,000 (3% of Vuze users)
Countries 200 (78%)
IP addresses 3,600,000
Pre xes 62,827
Autonomous systems (ASes) 8,000
IPs behind middleboxes 82.6%

Table 4.1. Summary of Ono's P2P vantage points.

Data collected. While observing downloads, Ono samples transfer rates fdr eannec-
tion once every 5 seconds and cumulative transfer rates &éh\emnnections) once every 30 sec-
onds. Besides transfer rates, the system records protpeoi-s information such as whether
each peer is “leeching” (both downloading and uploading)seeding” (only uploading), the
total number of leechers and seeds, as well as informationtabe availability of data for each
download. The rst six rows of Table_3.1 contain the compléettof signals collected from our
deployment.

In addition to the above data, which is collected passitbly software performs traceroute
measurements for evaluation purposes. The following @ectses this data to build detailed
topologies that highlight the advantages of an edge-basmdtoning approach compared to
current testbed deployments. Ono uses each host's bifileinOS-level) traceroute command,
and the target of each measurement is a randomly selectedected peers. There is at most
one traceroute issued at a time.

This data is reported to our data-collection infrastruetuvhich converts data timestamps

to a universal time zone.
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4.3. Uniqueness of Edge Views

Any dataset is subject to limits in the coverage of its measient hosts. The Ono dataset
currently contains connection information from users taenthan 380,000,000 peer IPs; col-
lectively, its users monitor more thdrr million paths per day. Ono users covered 500 pre xes
within its rst two weeks of deployment, and grew to over 4000pre xes (covering nearly ev-
ery country) in under two years. Collectively, these usereestablished connections to peers
in about 222,000 routable pre xes and 21,800 ASNs. To pudg¢hmimbers in context, Casado
and Freedman's extensive study on edge opatiyrelied on a dataset including IP addresses
from about 85,000 pre xes and almost 15,000 ASNSs.

The rapid growth in the number of participating peers anavagkt coverage for the Ono
service illustrates the promise of an end-system approé&bfsuf cient incentives for adoption.
Figurd 4.2 plots the number of client installations durimg hearly three years that Ono has been
publicly available. The gure shows steady growth in the rtingnof vantage points over time,
with bows in the curve corresponding to seasonal effecthufed P2P usage in the summer in
the northern hemisphere).

These users implicitly monitor large portions of the Intgtrwhich is ideal for wide area
event detection. One way of evaluating this coverage is aonéxe the peers that users connect
to in terms of the number of distinct BGP pre xes over time..Ed plots the number of unique
routable pre xes containing users of our BitTorrent extengil7]. These users reported data
from more than 10,000 unique routable pre xes within thet 10 days of deployment; as
of February 2010, the software has recorded data from mare@B,827 pre xes. As a point
of reference, a popular infrastructure-based monitoriagfgrm, PlanetLab, has grown to 470

sites over the course of six years.
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Figure 4.2. The number of installed clients over time sitneeibitial release of
Ono. Discontinuities in the slope of the curve indicatespmeleases about the
software.
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Figure 4.3. Growth in unique pre xes where a P2P service ssailhed. It cur-
rently grows at a rate of 200-300 new pre xes per week.

Besides monitoring many paths from many distinct networlations, this dataset cov-
ers true edge systems located in portions of the Interneacassible to existing distributed
research and monitoring platforms. For example, over 80%etiser IPs correspond to mid-

dleboxes and are thus generally inaccessible to exteratldited monitoring systems such
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as those in GREN environments. Further, in a recent stlidlywe showed that these peers
monitor more than 20,000 AS links not visible to public topmy} views, and their ows cross
40% more peering AS links than seen from public views.

To further emphasize the unique view captured from edgeesysiand not available to
previous approaches using testbed platforms, it is usefdétermine how much P2P traf c is
covering paths invisible to public views. To accomplistsththe rst step is to determine the
volume of data transferred over each connection for eact) ti@s map each connection to a
source/destination AS pair using the Team Cymru ser8€& [The next step is to gather a set
of paths from public views and P2P tracerout®d] pnd, nally, for each host to determine the
portion of its traf ¢ volume that could not be mappeddnyAS path in the combined dataget.

Figure[4.4 uses a cumulative distribution function (CDF) tot phese unmapped traf c
volumes using only BGP data (label&@6P) and the entire dataset (labelédl). The gure
shows that when usingll path information, one can assign P2P traf c to AS paths th&t va
majority of the time. Speci cally, while path informatiois incomplete for 66% of hosts; the
median portion of unmapped traf ¢ (i.e., ows not corresgamg to an AS path) is only 0.4%.
The gure also shows that cases where large portions of PR are unmapped are extremely
rare. For example, 4% of hosts use connections for whichaat lealf of their traf c volumes
are unmapped and less than 2% use connections for whichisheoepath information at all.

When using only BGP information, however, the median volumanaiccounted traf c is
nearly 75% — nearly 20 times the same value when using allipethmation. In fact, complete
path information is available for only 7.4% of hosts and 7 &%osts use connections for which

BGP data provides no path information.

2For simplicity, this analysis assumes that publicly anrmathBGP paths coincide with those that data actually
traverses.
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Figure 4.4. CDF of the portion of each host's traf ¢ volume ttitauld not be

mapped to a path based on both public views and traceroutesdre a subset
of P2P users.

One implication of this result is that while peer-based togg data adds 20% more links
to the Internet graph, it allows us to map an order of mageitombre P2P traf ¢ than using
BGP alone. The discrepancy is not due to a failure of existaitp pneasurements, but rather
the limitations of their coverage.

Given these results, the only sound way to design a mongasystem intended for the
edge of the network (where most users are located) is toroht#tiace representative of this
environment. Using the Ono dataset is a large step forwavdrtbthis goal — one that has not

been achieved by any prior work in this area.

4.4. Con rmed Network Events

In addition to extensive, representative network tradds, @ssential to evaluate the effec-

tiveness of a network event detection approach using a satesfts thashouldbe detected,
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i.e., a set of ground-truth events. Among the differenttsgi@s adopted by previous studies,
manual labeling — where an expert identi es events in a netwds the most commorbE].

For many networks, obtaining a list of labeled events islehging. Because these events
may reveal issues that cause customers to change providengre to nd publicly available
lists. Absent this information, researchers usually muist to nondisclosure agreements with
cooperating ISPs. This work focuses on two sources of ldbalents: a public list of events
from a large British ISP and a proprietary list from a large tRgkmerican ISP.

The rst set of labeled data consists of publicly availablem reports from the British
Telecom (BT Yahoo) ISQDin the UK. This site identi es the start and end times, locas
and the nature of network problems. During the month of A@@09 there were 68 reported
problems, which include both Internet and POTS events.

The other set of labeled data consists of network problemsrted from a large North
American ISP. For nondisclosure reasons, this work careqmirt absolute numbers for these
events.

Despite its many advantages, the set of labeled problenasfetwork is restricted to events
that can be detected by the in-network monitoring infragtrte or generated by user com-
plaints. Further, human experts can introduce errors asagdeement, e.g., in reporting the
time and duration of an event. As a result, one can determirether con rmed events are
detected by NEWS, but one cannot draw strong conclusionst élse positive and negative
rates. This issue affectdl research in network event detection.

The next two chapters use the above set of con rmed eventsativaie, illustrate and

evaluate the implementation of NEWS.

3http://help.btinternet.com/yahoo/help/servicesﬂatus
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CHAPTER 5

Implementing CEM

This chapter discusses key design aspects of NEWS, a pretetige-system monitor that
implements CEM for BitTorrent. The following discussion useson rmed event to explain

NEWS design choices.

5.1. The View from BitTorrent

To assist with the presentation of NEWS, this section focasame of the events in British
Telecom (BT) Yahoo: On April 27, 2009 at 3:54 PM GMT, the netkstatus page reported,
“We are aware of a network problem which may be affecting accetbe tmternet in certain
areas..” The problem was marked as resolved at 8:50[FPM.

It is important to note two key features of this event dedwipthat tends to be common
in labeled data. For one, the description indicates that3Re'became aware” of a problem at
3:54 PM. Though it is unclear exactly how they became awaieh svents are either detected
by in-network monitoring or, in many cases, reported thiosigbscriber phone calls. Thus, the
start time for the event should be interpreted as an appetiom— one that is likely later in the
day than the actual start time for the event. Similarly, theetat which the problem is marked
as resolved is at best an estimate based on the time at whabesator validated the repair.

Figure[5.1 presents a scatter plot timeline of upload ratepéers located in the same

routable pre x in BT Yahoo (81.128.0.0/12) during this evewhich is depicted as a shaded

1Al times reported in this case study use Greenwich Mean Ti&MT).



64

60

50
40 r
30 PPtk
20 R

Upload rate (KB/s)

10

0

12:54 14:54

Apr 27 08:54 Apr 27 20:54

Time

Figure 5.1. Upload rates for peers in a routable pre x owng&ttish Telecom
during a con rmed disruption (shaded region).

region. Each point in the graph represents an upload-ratglsafor a single peer; different
point shapes/colors represent signals for different peers

There are several key features of this graph that validaeCtBM approach to event de-
tection. For one, the samples take on a wide range of valuggach host is present for an
uncontrolled duration. Taken alone, each host's view isyand incomplete, but in aggregate
they can provide good coverage of this network over time.

In addition, the range of values for each host differs sigantly — some hosts achieve at
most 30 KB/s while others can achieve 50 KB/s. Simply aggragdhese views and perform-
ing a moving average analysis on the ensemble would omittduinformation about each
host's baseline performance and make it dif cult to distirgh network events from normal

variations in performance among hosts.

5.2. Network Monitoring from BitTorrent

This section discusses key design aspects of NEWS using therexd BT Yahoo event

in Fig.[5.1. With respect to the design challenges listed il 2, local event detection and
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group corroboration address scalability and granulatiig; remaining issues of privacy, trust
and adoption are covered in the subsequent sections. Natt€haptef [7 presents low-level

implementation details.

5.2.1. Local Event Detection

Any CEM implementation must de ne a service-level event tbatild be due to a network
problem. In NEWS, these are de ned as unexpected drops irteedd throughput for Bit-
Torrent, which corresponds to steep drops in the time séiesed by BitTorrent throughput
samples. Monitoring for this type of event corresponds tiecteng edges in the throughput
signal; speci cally, NEWS detects downward edges in the tsages formed by BitTorrent
throughput samples.

Event detection in BitTorrent. NEWS employs the simple, but effective, moving average
technique for detecting edges in BitTorrent throughput aliggh Given a set of observations
V = fvyg; ;i vhg, Wherey; is the sample at time the technique determines the meap,
and the standard deviation, of signal values during the windoliv  w; i]. The moving average
parameters are the observation window size for the sigviedid the threshold deviation from
the meant( ) for identifying an edge. Given a new observation valje at timei + 1, if
JVis1 ij >t i, then an edge is detected at time1.

To demonstrate visually how moving averages facilitateeedigtection, Fig. 512 plots the
10-minute averages of upload rates for two groups of aftepters extracted from Fig._5.1.
Using these averages, it becomes clear from the top graphhiee is a correlated drop in
performance among a group of three peers at 14:54, whiledtierb graph shows a series of

performance drops, the rst near 10:54 and the last arour@013Both groups of peers recover
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Figure 5.2. Moving averages facilitate identi cation ofosgate network events
affecting transfer rates for two groups of peers during #raesperiod shown in
Fig.[5.1. Best viewed in color.

around 17:30. These are consistent with the reported evaet) accounting for delays between
the actual duration of an event and the time assigned to itbghaician. Further, itis clear that
there were two distinguishable network problems corredpmnto the single generic report.

The window size and deviation threshold determine how theimgoaverage detects events.
Tuning the window sizew) is analogous to changing how much of the past the system re-
members when detecting events. Assuming that the variartte isignal is constant during an
observation window, increasing the number of samples irgethe estimate of and thus de-
tection accuracy. In general, howevewnaries over time, so increasing the window size reduces

responsiveness to changes in
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Figure 5.3. Timeline of the maximum performance drops foleastn peers
(moving average window size of 18,= 1;3;7). Deviations for any one peer
are highly variable; those for seven peers rarely captuygarformance drops.
The peaks in deviations for three peers correspond to cogorevents.

The detection threshold ( ) determines how far a value can deviate from the moving
average before being considered an edge in the signal. Wahilg unaturally ties the threshold
to the variance in the signal, it is dif culi priori to select a suitable value forIf our approach
to local detection is viable, however, there should be sdweshold{ ) for identifying peers'
local events that correspond to network ones. To demoestratis the case, Fig. 5.3 shows how
deviations from the moving average for upload rates behsee time for peers experiencing
the network problems illustrated in F[g. 5.2, using a windsize of 10. Speci cally, each curve
shows the maximum drop in performance (most negative dexiaseen by at least peers
in the network at each time interval. Because these deviatiary considerably among peers,
it is dif cult to compare them. NEWS addresses this problermbymalizing them using the
standard deviation for the window). If this approach to local detection is viable, there sdoul

be some threshold ( ) for identifying peers' local events that correspond tovak ones.
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The top curve, whera = 1, shows that the maximum deviations from any one peer pro-
duces a noisy signal that is subject to a wide range of vahresfeatures of this signal do not
necessarily correspond to known network problems. Theobotiurve, wheren = 7, shows
that it is rarely the case that seven peers all see perforer@gnops simultaneously, so features in
this signal are not useful for detecting events during tleisqal. Last, the middle curve, where
n = 3, produces a signal with a small number of peaks, where thosee2:5 correspond
to real network problems. This suggests that there are rgeaerage settings that can de-
tect con rmed problems in this network. Section 5]2.2 shtmwer NEWS can extract network
events from a variety of settings, using the likelihood gsial from Section 3]3.

Confounding factors. A drop in the throughput signal provided by a host BitTorregmt a
plication is not necessarily due to a network event (Se@@). For example, when a peer
completes downloading a torrent, the download rate dropsrifor that torrent. Alternatively,
when there is one or more pieces of a torrent missing from athbers of a swarm, transfer
rates will eventually all drop to zero even though none ofttreent transfers are complete.
Thus, when monitoring BitTorrent it is essential to use sErspeci ¢ information to distin-
guish expected behavior from network events.

NEWS uses several of the performance signals listed in Talilleo3:liminate well known
confounding factors. For instance, NEWS tracks the trarstéges of torrents and accounts for
the impact of download completion. To eliminate perform@apmblems due to the application
(as opposed to the network), such as missing torrent datggbrldandwidth peers leaving a
swarm, all peers connected to the same torrent are treated aame logical peer. As another
example, NEWS accounts for correlations between the nunilperess connected to a user and

the average transfer rate for each peer.
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Figure 5.4. CDF of the minimum, mean and maximum number ofusnBGP
pre xes seen per hour for each measurement vantage poingou6-day period.
The vast majority of P2P vantage points (99%) connect tosaedour or more
pre xes during an average hour-long period; the median remibd 137. This
indicates that detected problems using BitTorrent are mhe unlikely to be
due to remote networks.

NEWS also requires multiple performance signals to see comaevents before publish-
ing an event. As discussed in Secfion 3.3, improving the dence that the event is independent
of the application also improves the con dence that it issediby the network. For example, a
sudden drop in upload rates may indicate a network probleitrg budden drop in both upload
and download rates is an even stronger indication.

When detecting an event, NEWS must not only determine that tises problem witha
network, but speci cally identifythe host's networlas the one experiencing the problem. If a
host's connections were biased toward a remote AS, for elgrtipen it would be unclear if
detected problems were speci c to the host's AS or the biaseal One way to explore this
issue is to determine the number of unique routable pre kaseach peer connects to per hour.

Figure[5.4 uses as CDF to depict this result for the minimumgmand maximum number of
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hourly unique remote pre xes during a 6-day period in Ap2iD09. A point(x;y) on the graph
means thay percent of peers saw at mostinique pre xes.

The gure shows that, in an average hour, the vast majoritigitforrent users (99%) con-
nect to peers in four or more pre xes; the median is 137. Eveihé worst case, when looking
at the curve for the minimum number of pre xes that a peer emtsto during any given hour,
only 10% of P2P hosts ever connect to only one pre x per houre Tedian value for this
statistic is 24, meaning the vast majority of hosts connea targe number of pre xes dur-
ing any hour they are online. These results indicate that it exthenngikely that problems in
remote networks would be falsely interpreted as problentisarnost's network.

Listing[5.1 illustrates NEWS local detection using psuedigcoAt a high level, local de-
tection consists of updating the moving average for eaatasidine[6), identifying signi cant
deviations from the average in a signal (liné 17), then deitéing whether that deviation can be
explained as normal BitTorrent behavior (Ilng 19). If notyedl event is detected and published
(line[28).

Listing 5.1. Pseudocode for NEWS local detection.

/I signals: set of monitored performance signals

/I stdDevThresh: current deviation threshold

[/ sample each signal to update moving averages */
for (String signal : signals ){

updateMovingAverage(signal);



9 /=* check for anomalous state and account for dependencies
10 for (String signal : signals){

11

12 / = determine if an event in that signal has occured

13 if  (getMovingAverage(signal).isAnomalous(stdDevThresh)

14 if (isTransferRate(signal)){

15 [+ make sure a significant drop has occurred */
16 if  (getMovingAverage(signal).getDeviationPercent()<

17 MIN_DEVIATION_PCT) continue

18

19 if  (isNormalBehavior(signal)) continue ;

20

21 addAnomalousRate(signal);

22 } // end if rate signal

23 addAnomalousSignal(signal);

24 } /I end for each signal

25

26 /* local event detected only if more than one performance signa

27 has anomaly and one of the signals is a transfer rate

28 if (getNumberOfRateEvents > 0 && getNumberOfTotalEvents>1)

29 publishLocalEvent(); /I publish event details
30
31 retrieveRemoteEvents(); /I get remote events

32 }

*/
A

{
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5.2.2. Group Corroboration

As discussed in Sectidn 3.3, after detecting local event®/ @Etermines the likelihood that
the events are due to a network problem. Thus, once a locat bas been detected, NEWS
publishes local event summaries to distributed storagénabparticipating hosts can access
them as soon as they are detected.

The following paragraphs apply this likelihood analysighie events in BT Yahoo as de-
scribed in Section 5l1. Recall that the goal is to detect symiked drops in performance that
are unlikely to have occurred by chance. To that end, NEWSmétes the likelihood ratio,
LR = P =P, as described in Sectign 3.B.1. This analysis uses one nobdtita to determine
P. andP,,.

Figure[5.5 depicts values farR over time for BT Yahoo using different local event de-
tection settings. In both gures, a horizontal line indieatR = 1, which is the minimum
threshold for determining that events are occurring motenothan by chance. Each gure
shows thd_R values for up to three local signals (e.g., upload and doadhtates) that see con-
current performance problems for each peer. As previousliytibned, the more signals seeing
a problem, the more con dence one can attribute to the probslet being the application.

Figure[5.5 (top) uses a detection thresholdld® and window size of 10. Such a low
threshold not surprisingly leads to many cases where nhellipers see problems at the same
time (nonzeraLR values), but they are not considered network problems lsedaR < 1.
Importantly, there are few values abav@ = 1, and the largest corresponds to a performance
drop potentially due to TCP congestion control, since it esethen peers have simultaneously

saturated their allocated bandwidth after the con rmedvoek problem is xed.
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Figure 5.5. Timeline showing the likelihood ratio for difésmt moving average
settings. In each case, there are few events WiRh> 1, and nearly all corre-
spond to con rmed events.

Figurel5.5 (bottom) uses a detection threshol@:af and window size of 20. As expected,
the larger threshold and window size detect fewer eventsinbservation window. In this case,
all of the three values that appear abolB = 1 correspond to the known network problems
and they are all more than twice as likely to be due to the ndt#xan coincidence.

These examples demonstrate that NEWS is able to reliablgtdgiféerent problems with
different parameter settings. They also suggest that theaph generally should useultiple
settings to capture events that occur with different sgvamd over different time scales. As
such, the likelihood ratio can be seen as a single parantetes¢lects detection settings that

reliably detect network problems.
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Finally, Listing[5.2 illustrates group corroboration ugipseudocode. For each time that a
local event is detected, NEWS nds the set of remote eventsctied at the same time in the
same network (linel2). It then determines the likelihoodébrdr n hosts (liné_2b) and con rms
the event as likely due to the network if the ratio is suf digriarge (line[29). Based on the
analysis above, NEWS uses a thresHdRlvalue of at least 2; as discussed in the next section,
tuning this threshold value changes the sensitivity fomedetection and thus allows users to

control the event detection rate.

Listing 5.2. Simpli ed code sample for NEWS corroboration.

remoteEvents = getRemoveEvents(currentTime);

[+ proceed only if enough peers are corroborating an event */

if (remoteEvents.size()<MIN_CORROBORATION) return ;

/= get independent probabilities for each host seen online
in the recent past

independentProbabilities = getAllindependentProbabili ties();

[+ determine relative likelihood of n peers
seeing event at same time */

for (n = 3; n<KMAX_CORROB; n++){

/ = find union probability of n peers seeing event * [

unionProb = findUnionProbability(independentProbabili ties, n);
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[ = empirical probability is the number of times n hosts saw an
/I event at the same time divided by total number of observati ons */
empiricalProb = getNumberCorroboratedEvents(n)/observ ations;
/ = compute ratio only if empirical probability is
greater than zero */

if  (empiricalProb>0){

likelihoodRatio = empiricalProb/unionProb;

/= if sufficiently large, announce confirmed event */

if  (likelihoodRatio > ratioThreshold){

announceConfirmedEvent();

}

}
}

5.3. Deployment Considerations

This section discusses aspects of an event detection stfsa¢are speci c to a deployment
in an open, uncontrolled environment and how NEWS addrebses. t
5.3.1. Privacy and Trust

Any implementation of a network monitoring service is sabje important considerations such

as privacy and trust. For instance, NEWS relies on corrolmoraimong multiple vantage points
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to con rm and isolate events. This requires users to shdi@rmation about their network
views. To ensure user privacy, NEWS does not publish any nmdtion that can be used to
personally identify the user (e.g., IPs or download agt)vitRather, it reports only detected
events and assigns per-session, randomly generated I0stitogdish events from different
users.

While this approach to ensuring privacy is appealing for itspdicity, it opens the sys-
tem to attack by malicious parties. For example, one ISP miai o0 “poison” the system
by introducing false event reports for a competitor's ISRefe are several ways to harden an
implementation against such attacks. First, NEWS includeb &ost'd_, in the event reports,
and recall that largelc, leads to a smaller contribution to the likelihood (as de nedqua-
tion (3.3)). This mitigates the effect of an attacker getiegaa large volume of false event
reports using NEWS. While an attacker could fokgg any participating host could detect that
it is inconsistent with the number of reports placed in thetributed store. In addition, simple
rate-limiting can be applied to a centralized attacker ai®ylail-like attack can be mitigated
with secure distributed storagéd]. Though such an approach eliminatg®nymityby assign-

ing identities to users, the privacy of the details of theitwork activity is maintained.

5.3.2. Participation Incentives

In general, CEM does not require incentives for adoption,, é@pplications are deployed
with instrumentation by default. For the NEWS prototype sgsin BitTorrent, however, the

deployment model relies on users installing third-partyveare.
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Based on the success of Orfbl], NEWS uses a similamutual bene tincentive model.
The incentive for users to install Ono is based on users'skebehavior — the software of-
fers potentially better download performance while at thme time reducing cross-ISP traf-
c. To encourage NEWS adoption, the software offers usersathity to ensure they receive
the network performance they pay for. Similar incentivegehlaeen successfully used by the
Grenouille projeg(currently more than 20,000 users in France) and variowsarkmeutrality
projects (e.g., Glasnos2@|, which has been run more than 100,000 times).

Speci cally, NEWS users contribute their network view (asestially no cost) in exchange
for early warnings about network problems that impact penrnce. As these problems may
indicate changes in ISP policies, violations of SLAs or IBfeiiference, such warnings provide
a mechanism for users to ensure that the Internet servigg#yefor is properly provided. This
has been suf cient incentive for NEWS, which has alreadyaletl over 44,000 times as of

May, 2010.

5.4. 2008 Mediterranean Cable Disruption

This section uses the 2008 Mediterranean cable disruf@ida another example to further
highlight the advantages of CEM. After describing the evéims section demonstrates the
importance of detecting such problems using live traf c svirom the perspective of edge
systemsnsidethe affected networks.

Beginning on January 30th, 2008 and continuing for severd,daibmarine Internet cables
providing connectivity to the Middle East and Asian subaugrit were either cut or otherwise

failed. The result was that Internet connectivity in theaféd regions was signi cantly reduced

2http://www.grenouille.com
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Figure 5.6. Timeline showing how NEWS reveals detailed perémce infor-
mation for peers in India during the Mediterranean subneacable disruption.

or entirely lost. It is particularly appealing to study tle@gent because unlike minor intra-ISP
disruptions, it was well-publicized, previously studi@8[57] and is easy to con rm.

The PingER projectZ3] was able to identify the Mediterranean submarine cablaupis
tion using lightweight active monitoring in the form of pedic pings among hosts worldwide.
Through their observed ICMP latencies and loss rates théymatstd throughput in various
countries affected by the outage. In particular, they idethindia as suffering from an order-
of-magnitude drop in throughput as a result.

Figurel5.6 shows a timeline of upload and download perfoceaveraged over all peers in
the Ono dataset that are located in India. The left and rigitgs represent transfer rates and the
x-axis represents time in UTC. As expected, performance sagrily declined at 10:55 UTC
on January 30th, which is when the rst Indian disruptionwted, but initially the impact on
end users was approximately a 50% drop in performance. Lratikee timeline, there is another
event that does result in an order-of-magnitude reductidhroughput from the pre-disruption

levels, but only for a short while.
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Detecting the disruption. The following paragraphs demonstrate how NEWS is able not
only to characterize the impact of network anomalies but eissolate them in space and time.
Figure 5.7(a) presents a timeline of aggregate upload anthldad performance for users in
Israel. Though the graph depicts aggregate performancadoalization purposes, the events
were detected usingdividual peer perspectivesEach gray vertical bar represents an event
detected by CEM, with darker shades of gray representingemahdow sizes for the moving
average. Upon visual inspection, most of the agged evendsed appear to be valid, as they
correspond to signi cant drops in both the averages of upkrad download rates.

Figure 5.7(b) plots a timeline of transfer rates for the sa@géon, but uses moving-average
event detection on thaggregate performancaveraged over all peers in the country. In this
case, a large number of known events are not identi ed, wiatiteer events that do not corre-
spond to known outages (and are likely to be false positiaesfound. Intuitively, using the
aggregate performance data for such a broad region shalttipdor results due to the variety
of bandwidth allocations and user data-transfer behavior.

One way to validate the detected events is to compare theastamps with those of pre x
outages detected by Popescu et &F].] These outages can be seen as ground truth because
the analysis was performed by operators of networks in tleetad region. The rst NEWS-
detected event appears at approximately 04:05 UTC on JaBQ#r — in strong agreement with
the rst known reports of outages from the cut. Interestynglis dif cult to classify this as an
event based on the aggregate transfer rates — in fact, gt saém to have hardly changed at
all. Once again, this underscores the unique bene ts ofgusidividual peer perspectives for

event detection.
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Figure 5.7. Timelines showing download and upload ratesrael during the
week of the submarine cable disruption. The top gure, whiges individ-

ual peer views and corroboration, successfully diagnogests corresponding
to known Internet outages, while using aggregated view#dby misses true
events and generates false positives.

All the remaining events are con rmed by spikes in pre x ogég as shown by Popescu et

al. [57], with the only exception being the two events just beforbriary 1, 14:00 UTC. As a
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side note, the reason for these false positives is that daratdlection server was affected by an
operating-system bdghat limited — but did not entirely prevent — recording of me@@ments.

Finally, Figure 5.8 demonstrates how CEM detects eventsyptgnother country affected
by the cable disruption. It is immediately clear that ther¢wmpacted Egypt much worse than
Israel, despite the relative proximity of the two countri€ke initial disruptions are successfully
detected, with the exception of the one that caused comialeikeof connectivity to our data-
collection servers on January 30th. This appears on théhgagzero values for upload and
download transfer rates; because there was no data frowidodl peers, the of ine analysis
did not ag an event.

This raises the question of how the NEWS approach performaglgisconnections. It
is important to note that NEWS peersside the affected network should be able to classify
the sudden loss of connectivity as an event, and both usdrs@eratorsnsidethe partitioned
network need to be informed of the problem. This highliglhis importance of a distributed
storage that is resilient to network partitions (e.g., a DHIhough peersutsidethe affected
network would not be able to access this event informatiomduhe disconnection, those that
need it most (i.e., users and operators inside the affeetgdmr) can still exchange information

about the event.

3This was caused by a race condition in the network stack feaaly version of Solaris 10, causing the server to
drop connections under heavy loads.
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Figure 5.8. Timeline showing download and upload rates 8452 (Egypt)
during the cable disruption. NEWS successfully diagnosests\wcorresponding
to known Internet outages (shaded regions).

5.5. Summary

This chapter illustrated the implementation of NEWS for detg network events using
BitTorrent, using con rmed network events in England and Mediterranean. The next chap-
ter evaluates its performance and effectiveness basedsotisérom hundreds of networks

worldwide.
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CHAPTER 6

Evaluation

This chapter uses one month of data gathered from BitTorregritsuo answer key ques-
tions about large-scale edge-system network event deteclihe rst part of the evaluation
demonstrates the effectiveness of the approach using m@arevents from two large ISPs.
The results show that using a popular P2P service as a hdstagm can offer suf cient cov-
erage for edge-system event detection. Next, this chaptkrdes a summary of results from
running the NEWS detection algorithm on networks worldwitlee chapter concludes with an
evaluation of the robustness of NEWS to parameter settingjaaanalysis of the overhead for
participating hosts.

NEWS is designed to detect any event impacting the perforenahBitTorrent hosts at the
edge of the network. On the other hand, con rmed events fr8fsl are typically restricted
to signi cant outages. Thus, one cannot draw strong coimmhssabout false positives/nega-
tives and the results presented here are necessarilyditaithe kinds of events detectable by

BitTorrent users.

6.1. Effectiveness

To evaluate the accuracy of NEWS, the following analysis camap NEWS event detection
results against labeled network problems from two ISPsgtbend truth in this section. For

the purpose of comparing these datasets, if an event wasteikt®ithin 2 hours of a reported
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Detected anomalies

\ Reported problems

Figure 6.1. Diagram indicating the portion of reported (grd truth) events de-
tected by NEWS for the BT network.

time, it counts as being the same event. Figure 6.1 showstle svents detected by NEWS
and its relationship with those reported in the BT Yahoo logs.

For BT Yahoo, of the 181 events detected by NEWS, 54 are con matelork problems —
covering nearly 80% of the labeled events. This edge-bggadach detected an additional 127
events; although these are not con rmed problems, one nagstaution when inferring false
positive rates, as the reported events are based on thasealdé from existing monitoring
systems. Still, even in the unlikely case that these adtitievents are not real, the average
false alarm rate (just over 4 events per day) is manageable.

For a North American ISP, the available list of events cqroesied only to network outages,
not other types of service disruptions where connectiétyained. In the same network, NEWS
detected a variety of performance events, some of which w@nemed outages. For cases
where there was a drop in performance but not an outage,waerao ground truth information.
Figure 6.2 shows a sample of three cases of events detecE\MB: (a) an con rmed outage,

(b) a non-outage performance event (uncon rmed) and (c)rmon rmed outage.
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(c) Uncon rmed outage.

Figure 6.2. Timelines depicting events (centered in thereguand shaded) af-
fecting transfer rates for peers in a North American ISP.
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| Affected customers| Pct of total events| Detected| Possible| Not Visible |

C 10000 53% 50% 38% 12%
10000>C 1000 40% 0% 67% 33%
C < 1000 7% 0 0 100%

Table 6.1. Comparison with events from a North American ISP.

In addition to the location and duration of outages, the $&ent list speci es the number
of users affected by the outage. If the Ono dataset does mtdincany users in an affected
region of the network, naturally NEWS could not have detedteso this analysis does not
include these events. Given this set of events, the follgwimalysis classi es them according
to the number of affected subscribers and compares the NE8#8tdd events with those from
the ISP.

Table 6.1 presents summary results for this ISP. NEWS wadabietect half of the largest
outages (column 3). Column 4 shows the number of outagespbpateed to affect monitored
hosts, but not in suf cient numbers to validate the event.isTdtcurs when there are fewer
than 3 hosts active at the same time in the network during antevin this case, the sample
size is not large enough to draw strong conclusions throegtoboration. In addition to these
events, NEWS detected 41 events during the 1-month periodortunately, the ISP did not
have suf cient information to con rm or deny them. As part fafture work, we will explore
opportunities to input these events into a root-cause aisalgol to better diagnose the reason

they were detected.

6.2. Coverage

Edge-system event detection requires a suf cient numberegfrs to concurrently use a

network for the purpose of corroboration. This section e&tds whether this is the case when
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using a popular P2P application as a host application fantedetection. One way to quantify
this is to calculate the maximum number of peers simultasiganline for each network in the
one-month dataset — this sets an upper bound for the numinetwbrks NEWS can currently
reach.

Figure 6.3 plots a CDF of these values for each routable (BGPy pnd ASN. On average,
the number of simultaneous online peers per routable pseXand per ASN is 7. Even though
the Ono installed base of users represents less than 0.4%RifTarrent clients, the graph
shows that this offers suf cient coverage (three or morerp@®ncurrently online) for more

than half of the ASNs in this study.

6.3. Worldwide events

The previous sections showed the effectiveness of NEWS whmpared to con rmed

events, and that NEWS offers broad coverage. This sectiondeseribes the network events
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that it detects worldwide, using a threshal® = 2 (as guided by Figure 5.5). For a one-
month period, NEWS detected events in 38 countries acrossowinents, highlighting how
edge-based detection can achieve broad network coveratphwide.

Table 6.2 lists the top 10 ISPs in terms of the number of usatgfpating in this study (sec-
ond column), and the number of events detected in each & tB&s (third column). This table
uses the ISP names associated with each pre x after contgpthwse pre xes that are clearly
from the same ISP. As one example, the analysis groups &gettings such as “CCCH-ASL1 -
Comcast Cable...” and “CCCH-AS2 - Comcast Cable...” as a singleonketvamed “Comcast”.

If NEWS is detecting real network events, the number of everttsessed in an ISP should
be related to the ISP's quality of servict], not necessarily the number of peers monitoring the
network. As such, increasing the number of peers should ex¢ssarily increase the number
of events detected. As the table shows, there is indeeel dittirelation between the number of
vantage points in a network and the number of performanceteteat NEWS detects.

Note that the networks listed in the tables are located piiyna Europe. This is a natural
consequence of the user population for the Ono dataset (#har&int generally) — the majority
of BitTorrent users are located in Europe. Speci cally, ths&tribution of peers per continent
is approximately 57% in Europe, 17% in North America, and 6% sia, with the remainder
distributed in small percentages.

Table 6.3 shows the top 10 ISPs in terms of the number of edet¢sted, covering ISPs of
varying size in Europe and Asia. Importantly, with the exaapof the top three ISPs, NEWS
generates fewer than four detected events per day. ThusVéS\#eployment should report
events at a reasonable rate — one that will not overwhelmr{ooy network operators and

users.
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| ISP | Users| Events|
Deutsche Telekom 6760 69
HTP 3652 | 112
HanseNet 3216 17
Neuf Cegetel 2821 | 108
Arcor 2245 29

Cableuropa Ono | 1999 | 245
Proxad/Free ISP | 1769 | 176
France Telecom | 1688 31
Telecom ltalia 1651 20
Telefonica 1337 27

Table 6.2. Top 10 ISPs by users.

| ISP | Users| Events|
Cableuropa Ono 1999 | 245
BTnet UK 1277 | 182
Proxad/Free ISP 1769 | 176
HTP 3652 | 112
Neuf Cegetel 2821 | 108

Deutsche Telekom 6760 69
Telewest Broadband | 237 50
Pakistan Telecom. 729 46
Comunitel Global 197 45
Mahanagar Telephone 454 42

Table 6.3. Top 10 ISPs by events.

6.4. Cross-network events

An advantage to the CEM approach is that it is uniquely pasgtibto detect network prob-
lems affecting multiple ISPs, e.g., due to provider or pegfink issues. As discussed in Sec-
tion 3.3.2, one can use AS relationships and geolocatiarnmtion to isolate the scope of

cross-network events.
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| Relationship | Min. ASNs | # cases # countries |
Customer-Provider 2 370 5
Customer-Provider 3 7 2
Peer-Peer 2 487 7

Table 6.4. Number of cross-network events (and countriestaid) as inferred
from single-network events. The rst column indicates th® relationship and
the second column speci es the minimum number of affectedAS

| Time (GMT) | Provider(s) | Affected ASes | Country |
Apr 16, 13:35 8218 15557,12876,12322 FR
Apr17,12:40 1267 16338,3352,6739 ES
Apr 30, 01:15] 10396,7910 12357,16338,12715 ES

Table 6.5. Example cross-network events correspondingetsécond row of Table 6.4.

This section demonstrates this feature of CEM by focusingroassnetwork events due to
issues with upstream providers or peers. The rst step oftiadysis is to identify events that
occur in multiple ASNs at the same time, then determine wbidihese ASNs have a peering
relationship or identical providers (based on the AS togwplgenerated by Chen et all4]).
Events that occur within 30 minutes of each other are consitithe same, and the results
conservatively include AS relationships only for those ASbtated in the same country.

Table 6.4 summarizes the results. The rst row indicateswteen searching for at least two
ASNSs with the same provider, there are 370 cases in ve c@astThe second row presents
results from a more restrictive search that requires ewdgtected at the same time in at least
three ASNs having the same provider — such events are muerh asgample of them is provided
in Table 6.5. Finally, the last row indicates that there isgaiscant number of peering ASNs
that see synchronized problems. Discovering such potgmthlems is unique to CEM — these
links are often invisible to existing Internet monitoringchniques that do not rely on edge-

system monitorsl[4, 16)].
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6.5. Robustness

As discussed in Section 5.2.2, the likelihood ratidR() can be seen as a parameter for
distilling networkevents from locally detected ones. As such, the number efarktevents
detected using ahR threshold should not signi cantly change with different# detection
settings.

Figure 6.4 plots CDFs dfR values for BT Yahoo during one month. Figure 6.4(a) plots
LR values forW = 10 and = 1:5 and Figure 6.4(b) plots the same f&¢ = 20 and

= 2:2. Settings for small deviations and window sizes yield adamumber of ratio values
greater than one (2.15% of the time) whereas larger demmtiad window sizes yields a smaller
number of them (0.75%). Generally, such cases (where cerdigvents occur more often than
chance) are extremely rare for signi cantly different ddien parameters, suggesting th& s

are indeed robust to detection settings.

6.6. Overhead for Participating Hosts

NEWS passively monitors performance and uses low-cost @egattion techniques, so
there is negligible overhead for detecting local eventse ptimary sources of overhead are
calculating the union probability (CPU/memory) and shatouglly detected events (network).
This section now demonstrates that these overheads aoaeddys low.

Computational overhead. For determining the union probability, the formula in Equa-
tion (3.3) speci es,C,=» (n choosen=2) operations, whera is the number of hosts in the
network having a nonzero probability of detecting an eveRbrtunately, the terms in the for-
mula are highly repetitive and thus offer much room for ojtemion.

IwhenLy, = 0 for a host, it does not contribute to the union probabilitiun is the number of hosts seeing at
least one event.
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Figure 6.4. Likelihood ratios are robust to various paranséttings; they de-
tect network problems at most 2.15% of the time for small aigens and win-
dow sizes (top) and at most 0.75% of the time for larger onetdin).

NEWS uses Miller's algorithmJ0], an optimal trade-off between memof(n), and com-

putation,O(n?%). While a substantial improvement over dv&implementation, its processing
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overhead can still be signi cant for large(based on experience,> 50). To bound this over-
head, NEWS limits the number of hosts used in the computatitimetH hosts with the largest
L. In this way, NEWS conservatively estimates an upper boundPfdor the full set ofn
hosts.

Network overhead. The other source of overhead is using distributed storagsh&oe
locally detected events. While this overhead is variabledepmendent on factors including the
target network and detection settings, it is reasonablyftmwnany settings.

As an example, the following paragraphs analyzes two preixethe BT Yahoo network
that from the preceding case study. This represents thehegid of a medium-sized network,
and as such is neither a worst-case nor a best-case scdragiardless, this network allows us
to illustrate the dynamics of NEWS overheads for a network win rmed problems.

Recall that NEWS can employ multiple local event detectiotirgg in parallel, and use
the likelihood ratio to determine which settings are detgctmeaningful events. Given this
scenario, the results are based on simulating the overhaa®lEWS users would experience
in the month of April 2009, using three standard deviatiaesholds (2.0, 2.5 and 3.0) and two
window sizes (15 minutes and 30 minutes). These corresmpaddnge of detection settings
that include those that are both sensitive and relativedgnsitive to changes in throughput. As
the following paragraphs show, even using these six contibmaof detection settings does not
incur unreasonable overhead.

The rest of this section focuses on the 86.128.0.0/16 arid810.0/16 networks in the BT
Yahoo ISP. Figure 6.5 depicts the number of local eventsctedeby users in these networks
over time using 100-second sample intervals. As the gum@as) most of the time there are

zero or one event detected, and the maximum number of camtwavents detected is 6. This
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demonstrates that while NEWS generates a signi cant numbevents, the rate at which it
does so is low.

Another way to evaluate overhead is in terms of the numbeveftereport read and write
operations that occur over time. To this end, Figure 6.6spllo¢ number of these reads and
writes over time for NEWS hosts in these networks. This amagssumes that if a host writes
a value to a key, it persists at that key for one hour. Thusyvehieost subsequently reads a key,
it will receive all values written during the previous hour.

Again the gures show that for this network, there is a sigrant, but not altogether unrea-
sonable amount of read/write traf c that the NEWS system gates. For the smaller network,
there is no more than 150 reads or writes per interval, anth&larger one there is rarely more
than 400. An interesting feature of this plot is that there @iurnal patterns in the numbers
of read and write operations. Because this data is drawn freimghe time zone, and because
users tend to use BitTorrent during evening and weekend ithws providing more monitoring
points during those times), this pattern is not surprising.

Finally, Figure 6.7 shows how these read and write operatioow over time. On the x-axis
is time and the y-axis is the cumulative number of read antevaperations, on a log scale. In
particular, each point (x,y) means that from the beginnihthis timeline until point x, there
were y operations.

One clear feature of the graph is that the reads grow mucéerfdsn writes, but within a
constant factor. This occurs because each time a host \antalsie to a key it also reads values
from that key for the purpose of corroboration. Since thérithisted store caches entries for a

period of time, hosts tends to read several more values flegntrite. Also note that the ripples
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in the curve correspond to large numbers of local eventgatected at the same time, likely
corresponding to network-wide events.

In the larger network, there were about 140,000 reads andrfévan 10,000 writes. To
put this in context, this corresponds to less than one reay & seconds and about one write

every two minutes on average throughout the period — spreads@several hundred users. For
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each user, this corresponds to about 4 B/s network overheahrishingly small portion of
capacity even for low-bandwidth hosts.

Again, this indicates that NEWS generates reasonably lowhea& over time and per user.
Regardless, note that the cost of read operations (whichaggerlin number) is in practice
amortized by the Kademlia DHT that Vuze uses. In particuke,amount of network overhead
to read a key decreases with the popularity of the key beddaademlia caches and replicates
content that is frequently read.

This section concludes by comparing the network overheadEWS with two strawman
alternatives. The rst strawman is a centralized solutidreve each host sends its performance
information to a centralized server for event detection.th@ current implementation, this
would require sampling 13 signals every 15 seconds. At 4sbyér signal sample, the result
is 52 bytes every 15 seconds, or 4 KB/s for 1,000 hosts. Morergéin, this overhead scales
linearly with the number of supported hosts. While this ant@imetwork overhead may seem
manageable, it ignores many practical issues. For exameinclear who should host such a
data-collector effort, nor does it account for the CPU and orgmequirements for performing
event detection on this data. Last and perhaps most implyteignores the privacy issues for
event detection.

The second strawman alternative alleviates the issue tfateed data collections by shar-
ing performance signals among all participating hostshis ¢ase, sharing incu(N ?) cost,
so 52 bytes of data generated by each host's signals evegcbbds translates to 34.6 MB/s of
overhead for 1,000 hosts. As these cases demonstrateadiierapproaches that eschew local
detection at each host incur orders of magnitude greatehead and raise signi cant privacy

concerns not present in the CEM approach.
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6.7. Summary
This chapter demonstrated the effectiveness of NEWS usitigdom rmed events and a

characterization of system performance using a range ettleh settings. The next chapter

discusses key details of the deployed NEWS implementatioth&Vuze BitTorrent client.
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CHAPTER 7

Implementation

In the previous chapters, we used extensive BitTorrent sré@enotivate the design of a
system for detecting network events from the edge of the orétand to evaluate the effective-
ness of our approach. In this chapter, we discuss how we mgleed these ideas to support
NEWS in popular BitTorrent client. We also describe key aspetiour third-party interface

for accessing network events detected by these BitTorremsus

7.1. BitTorrent Extension

This chapter discusses key aspects of the NEWS implememtidiat has been deployed
for the Vuze BitTorrent client. The NEWS plugin for Vuze is et in Java and contains
more than 12,500 method lines of code, though the core ddss@&vent detection comprise

1,000 LOC! Released under an open-source (GPL) license, this plugitées installed
more than 44,000 times between March, 2008 and May, 2010reshef this section discusses
details of the NEWS implementation in its current deploymémaddition to providing speci ¢
algorithms and settings used for event detection, the g&son includes several lessons learned

through deployment experience.

A large portion of the total LOC is dedicated to Vuze-spegnechanisms (e.g., the GUI) and statistics reporting.



100

7.1.1. Local detection

NEWS detects local events using the moving average techmipeeissed in Section 5.2.1,
which uses the window sizev) and standard-deviation multipliet)(parameters to identify
edges in BitTorrent transfer rate signals. NEWS currenthsuse= 10; 20 samples and =
2:0; 2:5; 3:0, dynamically con gurable settings that were most effegtbased on the previous
of ine analysis.

In practice, we found that BitTorrent often saturates a gsaetess link, leading to stable
transfer rates and small. As a result, a moving-average technique may detect everitei
throughput signals even when there are negligiblative performance changes. NEWS ad-
dresses this issue in NEWS by including a secondary deteittieshold that requires a signal
value to change by at least 10% before detecting an eventua tlaat works well in deploy-
ment.

Throughput signals also undergo phase changes, durindhvehiooving average detects
consecutive events. NEWS treats these as one event; if egonghcutive events occur (specif-
ically, w=2 events), the signal has undergone a phase change, and NE®S ttes moving
average using only signal values after the phase change.

NEWS uses a randomly generated per-session ID to distinguesfits from different hosts,
thus avoiding the need to reveal any PII in its reports.

After detecting a local event, NEWS generates a report aointathe user's per-session ID,
w, t, a bitmap indicating the performance signals generatiegisy the current event detection
rate L), the time period for the observed detection rate, the atitimme (in UTC) and the

version number for the report layout. The current reponti@rconsumes 38 bytes.
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It is important to note that NEWS hosts may not detect any leeahts for long periods
of time, even though they have done so in the past (and thuslthe> 0). Because the DHT
does not provide reliable storage, the most recent repohidsth, containing itsL, may no
longer be cached in the DHT. Further, this value may be sfdeensure reasonably accurate
information is available in the DHT for each other host tofpen the likelihood ratio analysis
(which required.;,), each NEWS host periodically refreshes this informatiothexDHT using
a “no-op” report. In particular, the host uses its per-s@s#D, invalidw, t and bitmap values,
and includes its current value far,. NEWS currently performs this no-op operation once per
hour.

The plugin disseminates these reports using the KaderabaebDHT £9] built into Vuze.
This DHT is a key-value store that stores multiple valuesdach key. To facilitate group
corroboration of locally detected events, NEWS use netwocktions as keys and the corre-
sponding event reports as values.

In the NEWS deployment there are variable delays between eéetection and reporting,
in addition to signi cant skew in users' local clocks. To adds these issues, NEWS uses
NTP servers to synchronize clocks once per hour, reportst évees using UTC timestamps
and considers any events that occurred within a ve-minutedew when determining the

likelihood of a network event occurring.

Listing 7.1. Pseudocode for NEWS corroboration procedure.

/I myld: per-session local peer identifier
/I myRegion: local peer's region (e.g., BGP prefix)
/I t: local event detection threshold as discussed above

/I IrThreshold: likelihood ratio threshold
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/I RECENCY_THRESHOLD: currently set to one hour

/I read all event data
EventReport reports[] = ReadEventRecord();
for ( EventReport report : reports)
/I check for valid record
if (report.ld !'= myld &&
report.timestamp < RECENCY_THRESHOLD &&
report.stdDevMult >= t) {

CacheReport(report); /I cache record

/I check for actionable item
if ( LikelihoodRatio(myRegion) >= IrThreshold ) {

AlertActionableltem(); /I notify user/operator

7.1.2. Group corroboration

After NEWS detects a local event, it performs corroboratigrsearching the DHT for other
event reports in each of its regions — currently the host's B&Px and ASN? The corrobo-
ration procedure for low-level regions is illustrated irepdocode in Listing 7.1 and illustrated

in Figure 7.1. Before using a report from the DHT for corroliiara NEWS ensures that: (1)

2\/uze already collects the host's pre x and ASN; we are cutlyeadding support for whois information.
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Figure 7.1. Flowchart diagram of the NEWS corroboration pcage.

the report was not generated by this host; (2) the report wasrgted recently; and (3) the
standard-deviation multiplier for detecting the event wasless than the one used locally.

If these conditions are met, the report's ID is added to th@seecently reported events. If
a peer nds events from three or more other peers at the san@e(d con gurable threshold),
it then uses Equation 3.3 to determine the likelihood ofelegents happening by coincidence.
Using the information gathered from events published tdxhd over time, the peer can cal-
culate the likelihood ratio described in Section 5.2.2.h# tikelihood ratio is greater than 2
(also con gurable), the monitor issues a noti cation abtwt event. In this way, NEWS keeps
end-users informed about detected service-level everiteping the incentive model in this
work (Section 5.3.2).

Figure 7.2 shows the NEWS plugin view that allows users to gore detection settings and
view a history of detected events. In particular, the tog bhthe Ul allows users to override
default detection settings to be more or less sensitive twark events. Though the setting

options are describing (“More sensitive”, “Very sensitivehanging the value in fact changes
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Figure 7.2. Screen shot of NEWS plugin view, showing the lodeiécted events.

Figure 7.3. Screen shot of alert message that appears whexeanis detected.

the likelihood ratio threshold. When an event is detectedramrusive message appears in the
bottom right corner of the screen with details about the e(feigure 7.3). In the case that such
warnings in fact become annoying, the Ul also allows usedigable noti cations for events
without disabling the detection itself. Finally, the battdhalf of the Ul contains of a list of

events detected during the current session.
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NEWS peers read from the DHT only after detecting a local everdrder to corroborate
their nding. Speci cally, a peer reads event informatiomm the DHT using the low-level
regions it belongs to as keys. The process of corroboratatircues until it is determined that
a suf ciently large number of other peers have indeed rdgesaen a similar event or when the
peer has exhausted all of its search keys. To account foysibltween starting a DHT write
and the corresponding value being available for readingMSESets a timer and periodically

rechecks the DHT for events during a con gurable period oéiiast (currently one hour).

7.2. Third-party interface

As discussed in Chapter 1, online identi cation of networleets is essential for network
providers to maintain good network performance, satis abdseribers, and their associated
revenue. The CEM approach is designed to meet these requiterhewever, so far this work
focused on the network subscriber. This section presen®8ight, a public Web service for
notifying network operators (and the general public) abmiwork events as they occur.

While this work demonstrates the effectiveness of NEWS fomigtgvorks where both ex-
tensive traces and con rmed network problems (i.e., lathel@ta) were available, the research
community currently suffers from a paucity of labeled datdthwvhich to design, evaluate and
compare alternative detection techniques. In particslawnd evaluations of research in this
area requires a set of events labeled by a domain expert éengtwork operator) to form a
“ground truth” [59].

There are many challenges to obtaining such labeled dataorfep manually labeled data
is labor-intensive and can be time-consuming for many (etlse busy) experts. In part to

address this limitation, Ringberg et al. describe WebCla8 & tool to assist with inspecting
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timelines of network performance and manually labelinguoek events. Users specify the type
of event to identify and WebClass displays performance tmaslfor anomalous time periods
while allowing the user to label the event (or declare it adgbositive). While the goal of this
approach is a valuable contribution, a signi cant barreette utility of this tool is that experts
have little incentive to access historical network evetiada

To address this issue, one can again turn to a mutual beneeniive model for encour-
aging manual labeling of the events that NEWS detects. Asdh@niing section describes,
NEWSight allows network operators to register for immedeteail noti cations when NEWS
detects events in their networks. The e-mail contains atbrtke NEWSight interface where
operators can view the ongoing event and label the ea®sbon as it happens

There are several advantages to this approach that shoctdiage labeling. For one,
researchers can improve event detection techniques throetjer labeled data. With better
detection, operators receive more useful noti cationsaltin turn should improve their work
performance. Second, operators are sent directly to theosily for events that impact their
networks, as they occur. It is reasonable to believe thatabpes are much more likely to label
events in small numbers within a short time of their occwyirather than setting aside time
after the fact to comb through large swaths of historicahddtast, the events that NEWS
detects are made available to anyone, including potentiadgibers. As these events may
indicate the relative quality of service from different piaers, corresponding operators should
be encouraged to correct and/or explain as many events siblgos

The rest of this chapter describes NEWSight — the front-eralmiblic interface to events
detected by NEWS. The next section describes NEWS Collectaréce that gathers and

analyzes this event reports for ef cient retrieval by NEVM8ig
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Figure 7.4. Architectural diagram of NEWS Collector.

7.2.1. NEWS Collector

The goal of NEWS Collector is to gather event reports genetayquhrticipating hosts, deter-
mine whether any local events correspond to likely netwodevones and cache this informa-
tion for ef cient display. Depicted as the tap on distribditstorage in Figure 3.1, the NEWS
Collector connects to the same store used by NEWS clients dhergdhe active event reports.

Figure 7.4 depicts and architectural diagram of the NEWS Culte
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As discussed in Section 7.1.2, NEWS uses the Kademlia DHTigHaiilt into the Vuze
BitTorrent client for storing and retrieving local event ogfs. Thus NEWS Collector uses a
modi ed version of Vuze that uses the same DHT codebase. Tdie different is that the
tool is designed exclusively to crawl the DHT for events (aodl participate in BitTorrent le
sharing).

The Kademlia DHT is a key-value store; when reading a spédtey the DHT returns zero
or more values, each of which corresponds to a value that seerestored at the key. Thus,
the DHT can contain more than one DHT value for each key, antpteuiusers can each store
multiple values. Values are removed from the store when ¢xgyre (after a xed duration) or
when the hosts storing all replicas of a value go of ine. @ivke relatively high rates of churn
in P2P systems, it is thus critical for NEWS Collector to peigatly and frequently crawl the
DHT to obtain as many reports as possible.

To retrieve event reports from the DHT, the crawler requérest of relevant keys to search.
Because NEWS currently uses BGP pre xes and ASNSs as keys fangt@vent reports, NEWS
Collector can simply exhaustively search all possible v&@loeach category. However, as there
are hundreds of thousands of pre xes and tens of thousandS$hifs, performing this brute-
force search not only wastes resources but also signi gaetluces the frequency with which
the crawler visits each key.

NEWS Collector addresses this issue by exploiting the fadtahadNEWS users report
their IP address to centralized servers upon initializetidJsing this set of IPs, the collector
generates a list of all pre xes and ASNs that they belong thsearch only this subset of keys.

Currently the crawler takes tens of minutes to visit eactvagire x and only a few minutes to

3This is done for tracking the number of unique users.
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visit each active ASN. By contrast, an exhaustive searchl giogkible keys would take on the
order of hours to complete.

The Vuze DHT interface is asynchronous, meaning that theleraneed not block when
reading values. However, once a value is retrieved from tH& INEWS Collector must store
and process the associated data. There is a number of jesdlémat must be addressed in this
context.

First, the crawler may retrieve the same event report meltimes before it expires. Thus,
when storing the event, NEWS Collector must ensure that it tai@is only unique reports. This
is accomplished using the per-session randomly generBtéitht each host uses to distinguish
its own records from those of others. In particular, theemtr drops a newly read event if it
has already read an event report with the same ID, timestachpetection settings.

After collecting a set of unique event reports, the colleatist process their information
to determine whether a network event is occurring (or hasmed). Because clients use NTP
to synchronize clocks (see Section 7.1.1), the crawler doeseed to adjust the timestamps of
reported events; however, hosts may detect events atahfféimes (based on their local sam-
pling period and start times). To account for these vanastidNEWS Collector places reported
events into time buckets, where any report with a timestantipirwva time range (greater than
the detection period) is assumed to correspond to the saam. ev

After grouping the events by time, NEWS Collector performdittedihood ratio calculation
as described in Section 5.2.2. The results of this calarare cached for fast retrieval by the
NEWSight interface.

The next section discusses how NEWSight allows network opesrgand users) to reg-

ister for e-mail noti cations when corroborated networkeats are detected. To enable this,
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when NEWS Collector detects a corroborated network evenheitks whether any users are
registered to receive noti cations for the correspondiegwork. If so, the system e-mails the
subscribed users.

The collector currently runs on centralized servers thigract with the NEWSight front-
end, but they can also run on multiple hosts using Aqualatastfucture or run in-house and
tailored to speci c networks that a user or operator wistoemonitor. The system uses a data-
base to store events and cache results of event likelihcalgisas; using a centralized database
additionally allows one to run any number of Collector insts (to increase the chances of
obtaining complete, fresh event reports) in parallel —gislatabase locking mechanisms and

uniqueness constraints to ensure correctness of parp#ehton.

7.2.2. NEWSight

To demonstrate the effectiveness of a third-party interfache events that NEWS detects, we
built and deployedNEWSight- a system that accesses live event information gathered fro
NEWS Collector and publishes its detected events through kcpiMeb interface. NEWSight
also allows network operators to search for events andtegdis noti cations of events de-
tected in their networks. Operators responsible for adfgéaetworks can con rm and/or explain
detected events. The following paragraphs describe thedeponents of this Web interface
for accessing events detected by NEWS.

The front page of the NEWSight interface, which is publichaigable? is depicted in Fig-
ure 7.5. The primary portion of the Web page consists of anFdagmation that contains graphs

of network events over time, separated by country, ASN and BfeR. The y-axis of these

4http://barbera.cs. northwestern.edu/newsight/reldEsesight.html
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Figure 7.5. Screen capture of NEWSight interface.

graphs represents time, with the default period set to orekwd@ he x-axis represents the
number of locally detected events at each time step, or mgitiothe likelihood ratio of a cor-
roborated event at each time step. The interface also @ewadslider component that allows
the user to dynamically specify the range of time for the gr@pdepict. As the user moves the
slider, content is dynamically fetched from the NEWS Colledatabase and the scale of the
graph is adjusted.

In addition to changing the period to observe in the timeliNEWSight allows users to
specify the regions to inspect. By default, NEWSight dispiajsrmation for the US, an ASN
inthe US an a pre xinthe ASN. Future work includes addingattee that displays information
for the user's country and network. When the user changesfahe aigher level regions (e.g.,
an ASN), the list in the lower level region is adjusted to @mbnly those subregions belonging
to the parent region (e.g., only BGP pre xes belonging to tisNA

On the right-hand side of each graph is a list of corroboraietvork events and their
timestamps. Whereas NEWS crowdsources event detection, NEMV&in be viewed as an
attempt at crowdsourcing network event labeling. A regetenetwork operator can select
events from the list and click the “Con rm” button to accese thterface for manually labeling

events. That interface allows the administrator to con ron deny) the event, along with a



112

description of the event. This interface is being betaetkstith ISPs as of May, 2010; the

interface and its data are publicly available.
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CHAPTER 8

Related Work

Ensuring high availability and a positive user experiersea icritical goal for network
providers as they compete for subscribers and revenue.edli this goal requires a solu-
tion for detecting, isolating and repairing issues thagetfhetwork performance. As a result,
there is a great deal of previous work that focuses on datestich network events (also called
network anomalies).

CEM distinguishes itself from other research in this areshiee key ways. First, CEM
is speci cally designed to detect network problems at thgesdof the Internet; as such, it
must scale to tens of thousands, if not millions of partitigahosts. Second, CEM detects
service-levehetwork events (i.e., those impacting application perfomoe) that are critical to
user-perceived network performance and that can be itwigl@xisting in-network monitoring
tools. Last, the NEWS implementation of CEM has been testeddaptbyed at the scale of
tens of thousands of end systems worldwide.

The remainder of this chapter discusses several categur@sor research that relates to
this dissertation. At a high level, we group this related kvaccording to how and where mon-
itoring is done. One key distinction is whether a systenmeseprimarily on active or passive
measurement. The key trade-off is that active measurenpeongle potentially ner-grained
control for detecting problems, but they do not scale todatgployments. Another key distinc-
tion is whether a solution detects events inside a singleot&feross multiple ISPs. The former

tend to require specialized hardware and access to pragyrieformation, but provide detailed
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network views. The latter can be deployed anywhere andletersnformation across multiple
networks (e.g., to detect cross-network outages) but calmeponly portions of networks made
publicly visible.

Based on this characterization, CEM is primarily a passiveitaong tool that runs across
multiple networks. Unlike previous work in this category, l@Eacquires application-layer

views of performance from the edge of the network.

8.1. In-Network Monitoring

In-network monitoring focuses on data available only irsacsingle administrative domain,
as it requires access to routers or other infrastructurders provider's network. While these
approaches and CEM may detect the same problem (e.g., ingdbeta link failure), they are
generally complementary because they target differeristyb failures.

Active measurements At a minimum, most ISPs instrument their core network witmso
type of active measurements to ensure connectivity andrdigte whether routers and links
are overloaded. Although network providers tend not to estthe details of their diagnostic
network measurement activities and their frequency, omeirgi@r this information based on
discussions on network operator mailing lists (e.g., NAN{(3?). These messages indicate
that operators tend to use ad-hoc network management sybilgt8) solutions $1, 53] that
include ping latency and reachability measurements intimehdio determining application-layer
connectivity for a set of speci ed hosts and exchanging SNi#3sages with thend2).

While these approaches are useful for detecting problentsasitical network infrastruc-
ture, their reliance on active measurements limits theatescAs a result, most ISPs cannot

extend their measurements to the edges of the network witlamui cing probe frequency and
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thus the speed with which problems are detected. In addgigeh tools often rely on operator-
speci ed thresholds for anomalous data that might indieatetwork problemg]. While loss
of connectivity is a simple condition for alert, identifgjrihigh latency” indicative of a network
problem is dif cult (if not impossible) with a simple threstd.

Lastly, while these tools provide access to an enormouswehfdata they do not facilitate
extraction ofmeaningful informationThus, the effectiveness of these tools is limited to cases
where network events are obvious (e.g., a cable disruptwinie operators may ignore other
subtle, yet important, performance signals that simplyegate too much noise.

Passive measurementdn lieu of relying strictly on active measurements, a largeyof
of event detection research focuses on combining multipleces of network status informa-
tion. These include both active data as described above asgively gathered data such as
Net ow [ 20] records and BGP tables from routers.

Researchers have used a variety of signal processing tedsniq detect abnormal behav-
ior in aggregate traf c statistics, typically using corelmrder routers. For example, Barford et
al. [9] use deviation-based signal analysis on aggregate ow®teal anomalies in traf c on a
campus border router. They show that techniques such adetamalysis and moving-average
forecasting using Holt-Winter4 p] are effective at distilling signi cant events from a largel-
ume of timeseries data. The authors also note, howeverdétatmining threshold deviations
for these events in general is a challenging problem. Kasturthy et al. 38] also propose
performing signal analysis to detect anomalies, but focusising a sketch data structure to
more ef ciently manage the number of signals available t@gdtion system.

Lakhina et al. #1,42] and Li et al. B3] propose using principal component analysis (PCA)

to detect network problems based on historical timeseffidgs/te@ counts, packet counts, and
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IP- ow counts gathered from routers reporting Net ow datbn particular, their approach is
to create a matrix of the time series for multiple routergntiuse PCA to determine the set
of principal components for this matrix. Based on the hypsighéhat a large amount of the
variance is captured by a small number of components, andh&se components correspond
to normal traf c, they focus on the remaining components akea for detecting abnormal
traf c. A traf c anomaly is de ned as time periods with relizely large values in signals using
those remaining components. The authors show how this sinalgveals a large number of
con rmed traf c anomalies. More recently, however, Ringpest al. p0] demonstrate that
tuning this technique to run effectively over time and in tipé networks is a challenging
problem that limits its effectiveness.

Other work in network event detection focuses on routingsagss as signals indicating
problems. In particular, they study Border Gateway Prot¢B&P) messages and tables to
determine if there is an outage, routing loop or other proltleat impact network performance.
Zhang et al. 75 use signatures and statistical learning models to detestpected changes in
the behavior of BGP update messages. Feldmann e8lsimulate link failures and use the
result to develop a technique for isolating these failugsell on the BGP messages generated
in response. Wu et al7B] uses signatures of known BGP events that indicate perfacenan
failures, correlates them in time and pre x space and esgméheir impact on traf c. Last,
Roughan et al.§2] propose combining traf c- ow data and BGP data to more aetaly detect

network problems.
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8.2. Cross-Network Monitoring

Cross-network monitoring includes approaches that attéomiétect problems across mul-
tiple administrative domains, which requires a platformrfeeasuring multiple networks. To-
ward this goal, a number of recent efforts are exploring nemitoring techniques using dis-
tributed research platforms (e.g., PlanetL&B] [or NIMI2 [4]) as vantage points, to address
parts of Clark et al.'s21] broad vision of a knowledge plane for the Interng4,[72,76]. These
approaches are inherently limited by the relatively smathber of nodes available for experi-
mentation and the fact that they are not representativeedfitiger Internet]6]. While most of
these hosts are deployed in GREN environments, often cldbe wore, much of the Internet's
growth occurs beyond their reach, such as behind NAT boxeésrawalls or in regions of the
Internet not exposed by public BGP feed,[14,66]. CEM uses a fundamentally different
approach that pushes detection to the edge-systems wheieeseare used. When deployed
as part of a P2P system, we have shown that this approachesehitiuen corners of the Inter-
net [14].

Active measurements.Several researchers have proposed using end-host prabmgrn-
itor various network properties. For example, Pax<si) (ises traceroute measurements from
37 vantage points to study end-to-end routing behaviorenlbernet. Similarly, the PingER
project R3] uses periodic pings among all sites in a distribute reseptatform to monitor
link liveness and variations in latency. As with in-netwenlonitoring, the overhead of active-
measurement approaches limit their scale and thus thdailitisinto the network.

A number of distributed measurement systems attempt tdifgenuting disruptions and
their effect on end-to-end services. For example, Zhand. ¢79§ use distributed traceroute

measurements to detect routing events and employ a schabreduces the number of probes
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required to cover the paths visible to their platform. Fetmst al. R7] uses all-pair ping
measurements, packet-loss-induced traceroute probeB@Rdnformation to understand how
and why Internet path faults occur and how they related to B@&Rability. Madhyastha et
al. [44] propose iPlane, a system for measuring and predictingriatgperformance, using
traceroutes, pings and bandwidth capacity measurementstfie PlanetLab testbed. Katz-
Bassett et al.36] use periodic, distributed measurements to detect regibtise Internet that
unexpectedly become unreachable (i.e., “black-holed). oAthese efforts use GREN plat-
forms for monitoring. While such deployments facilitate trofled experimentation across
distributed hosts, we showed in Section 4.3 that these gargaints miss signi cant portions
of the network compared to those traversed by P2P traf c.tHauy such approaches that use
active monitoring (e.g.,q, 36]) are limited by the overhead for detection, which growshwit
the number of monitored networks and services. While CEM cbaldombined with limited
active probes to assist in characterizing and localizirtgyakk events, it does not require them.
In light of the limitations with testbed environments, salgesearch groups in our com-
munity are exploring opportunities to incorporate edgsdobnetwork measurements. For in-
stance, DIMES§4] and Neti@homeg5] perform active measurements (typically traceroutes)
from software installed at end hosts. Unlike this work, thesojects do not focus on using
their measurements to perform online detection, and theentive for adoption is altruism.
While CEM shares many goals with these projects, it uses imateedicentives to ensure sig-
ni cantly wider adoption than what is possible with a pureljruistic model. In a similar vein,
Rabinovich et al. propose addressing the software adoptgreithrough matchmaking and
direct economic incentives in DipZoora§], a project that attempts to create a marketplace for

network measurements.
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In the domain of detecting network interference, a numbesfiairts have turned to active
measurement to identify service differentiation, inchgliShaperProbeS] and GlasnostZ6].
While these software share our goal of increasing transpgriem network service, this dis-
sertation focuses on detecting network events in genettsréhan cases of interference from
ISPs.

The C'MON [1] project (in collaboration with the Grenouille projectYexnpt to capture
the view of performance in home networks through user-llestalients that perform periodic
bandwidth measurements to evaluate the level of serviogdad by French ISPs. While this
project shares our goal of increasing transparency in né&tperformance, the two approaches
are fundamentally different. Speci cally, CEM is a passiveaaurement system that does not
rely on any centralized services, while Grenouille recuimetive FTP transfers to a small set
of servers to evaluate performance. These issues havedirthe coverage of their current
approach to a single country.

The “How's My Network” (HMN) project B1] uses Java and Javascript code executed
through user interaction with a Web site to perform netwodasurements. Similar to CEM,
this project reuses an existing, widespread service inended ways to perform network mea-
surement. In contrast, CEM piggybacks on long-running sesyiallowing it to gather longer-
term views of network performance necessary for event tletec

Some commercial network monitoring tools generate ows @ienulate protocols used
by edge systems (e.g., Keyno®/]). While these can indeed detect end-to-end performance
problems, current deployments require controllable, ckdd infrastructure and are inherently

limited to relatively small deployments in PoPs. The CEM aggh does not require any new
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infrastructure, nor control of end systems, and thus cam&talied on systems at the edge of
the network.

Passive measurementNNEWS passively monitors BitTorrent to identify service-lewet-
work events. Previous work has suggested that the voluméradith of P2P systems' natural
traf ¢ couldbe suf cient to reveal information about the used networthgavithoutrequiring
any additional measurement overhead, 6]. Seshan et al§3] and Padmanabhan et a4,
among others, have argued that many of the disadvantagesiv# measurements, including
the introduction of unnecessary network traf ¢, can be dedi by the sharing of information
collected through passive monitoring. PlanetS&ét (ises passive monitoring of a CDN de-
ployed on PlanetLab, but relies on active probes to chaiaetthe scope of the detected events.
Casado et al.12] and Isdal et al. 33] use opportunistic measurement to reach these edges of
the network, by leveraging spurious traf c or free-riding BitTorrent. Unlike these efforts,
NEWS takes advantage of the steady stream of natural, (distédxenign traf c generated by
BitTorrent and does not require any active measurement.

Typically, passive monitoring infrastructures are deplbypelow the application layer, e.g.,
on routers 20] or in end-user operating systen4]. While these systems can detect many
properties of the network, they tend to do so only in aggeegegws that lose valuable seman-
tic information about their corresponding ow2%]. Application-layer monitoring, on the other
hand, does not require supervisor privileges and it imgaser privacy by restricting moni-
toring to only those applications that are instrumenteds lowering the barrier to adoption.
CEM performs event detection at the application layer, ukimgvledge of expected behavior

to more con dently identify network problems.
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8.3. Service monitoring.

While CEM uses application-layer views of network performatz detect events, a large
body of research focuses on using these views to dynamaddpt to changes in performance
impacting high-end distributed systems, grids and virtnathine networks. In this domain,
for example, one can use passively gathered applicati@r-End OS-layer information to de-
termine that communication patterns among nodes in aldisé&d system could be optimized
by moving tasks to different locations in the syste36][ Performing this online adaptation re-
guires a scalable monitoring systems that informs resaaiceduling and placement decisions;
Zanikolas et al. provide a thorough survey of monitoringrapphes74].

Perhaps the most closely related work to CEM in this domaihed\etwork Weather Ser-
vice [71], which aims to measure and predict dynamically changimfppmance characteristics
for resources available to distributed systems. In addibaneasuring and predicting CPU load
and network throughput, the authors discuss how to makeéntuenation available to the sys-
tem ef ciently using a hierarchical abstraction calledjcies. Similar to NWS, CEM assumes
that historical performance can predict future perfornearmmowever, this dissertation focuses

on deviations from such predictions as potential netwosn&y.

8.4. Crowdsourcing.

Central to the CEM approach is the idea of crowdsourcing evetgction to ensure good
coverage and accuracy at the scale of hundreds of thousaoders. This model has success-
fully enabled projects that include solving intractal®8][or otherwise prohibitively expensive
problems ¥] using human computation. Unlike these examples of crowasog, NEWS pas-

sively monitors network activity from each member of a crowdt it doesnot require human
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input. Dash et al.25] use a similar model to improve the quality of intrusion agien systems
in an enterprise network and demonstrate its effectivetimeesgh simulation using traf c data
from 37 hosts from within their enterprise network. In cast; this work shows the effective-

ness of crowdsourcing network monitoring at the scale of tdrihousands of users.
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CHAPTER 9

Conclusion

The user experience for networked applications is becommgnportant benchmark for
customers and network providers. To assist operators wgblving such issues in a timely
manner, this work argues that the most appropriate placen@mitoring service-level events
is at the end systems where the services are used. Thistdigseproposed a new approach,
Crowdsourcing Event Monitoring (CEM), based on pushing endftd performance monitor-
ing and event detection to the end systems themselves. \Werntesl a general framework for
CEM systems and demonstrated its effectiveness using adatgset of diagnostic information
gathered from peers in the BitTorrent system, along with cored network events from two
different ISPs. We demonstrated that this crowdsourcimyageh allows us to detect network
events worldwide, including events spanning multiple reks. Finally, we designed, imple-
mented and deployed a BitTorrent extension that performa@elvent detection using CEM —

installed more than 44,000 times as of May, 2010.
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CHAPTER 10

Generalization and Future Work

CEM is part of a larger research agenda covering topics tichtde measurement reuse in
large-scale systems, identifying and encouraging muytbaihe cial incentive models to enable
new participatory services, and acquiring a better undedshg of how distributed systems
behave and perform in the wild. In addition to the Ono and NEW$egts, we have also
demonstrated how to reuse CDN redirections to drive higifiepmance detouringl[s]. Further,
we have used Ono's extensive measurement dataset to ursogiiecant regions of the Internet
topology that are invisible to public view44], and to re-evaluate existing network positioning
systems18§].

In this broader context, there is a number of research idsueronitoring events at the
scale of Internet users worldwide that are outside the sobplbis dissertation and that are
possible paths for future work.

Other applications. This work demonstrated the feasibility of detecting netwevents
using a popular P2P application, and showed that there d&@esui incentives for users to
adopt the software in large numbers. In this case, the ditityeof an extensible, open-source
and popular software distribution facilitated researclthis area. We would like to explore
implementing this approach in other applications, such @®\and IPTV, where there is a

similar scale of users but generally closed-source, noersible software.
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Labeled data. In this work, we used publicly available and proprietary re@s of con-
rmed network events to validate CEM. To better understareldfiectiveness of event detec-

tion approaches, one needs even more labeled network datparfof this effort, we created
NEWSight, an interface for allowing operators to view andaate events detected by NEWS.
Future work entails more interaction with operators to emshe effectiveness of the tool and
its interface, and to make the corresponding labeled ddibgbuavailable.

Comparison with other detection approachesThis work demonstrated the effectiveness
of a simple local event detection technique and a probgtilitsed analysis for detecting net-
work events. As part of future work, we would like to invesiig the relative effectiveness
of other techniques (e.g., Bayesian belief networks) anid siagtability for deployments at an
Internet scale.

Root cause analysisWhile detecting events is a critical aspect of providingaielie net-
work service, pinpointing the source of the events is esaefar resolving these issues as
quickly as possible. As such, future work entails explompgortunities for end hosts to assist
in root cause analysis for the events they detect. In thisadlora promising research direction is
to investigate how to incorporate limited, triggered aetimeasurement to complement CEM's
extensive passive measurements, for the purpose of replde location and characterizing the
nature of CEM-detected events.

Service events.This approach focuses on detecting network events as eeddoy their
impact on applications running at the edge of the networkdi8sussed in Section 3.2, CEM's
ability to detect network events derives from grouping bBdstated in the same network. If,

however, one changes the grouping of users from “same nietwmfsame service” then one
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can detect events that impact service reliability indepahdf the network. As users increas-
ing rely on Internet services, and disruptions in thoseiservecome increasingly dif cult for
administrators and operators to determine (i.e., wheti®y are due to network problems or
service problems), this should be a valuable service.

Edge measurementAs part of this dissertation work, we highlighted the degee/hich
the information provided by today's research measuremiatitopm is incomplete when com-
pared to the rich and diverse of information available frorstems running at the edge of the
network [L6]. Because measurements from the edge reveal fundameniffdisedt network
properties that impact system design, we believe that bdged measurement and monitoring
is essential to the success of future Internet research.

Based on the results of our work, we nd that a promising way ddrass this issue is
to build immediately deployable systems with appropriaieentives for adoption and with
instrumentation — both to evaluate performance in the wild also to inform the design and
deployment of new research systems. To generalize thislmeeenvision a positive feedback
loop wherein researchers provide services to users inr&édumeasurement data that in turn is
used to re ne existing systems and guide the design and mmgaikation of new ones.

While extending the reach of the CEM approach, future workuides investigating op-
portunities for integrating monitoring into the operatiagstem, to facilitate and coordinate
retrieval of suspected events across multiple, possibitig@oent applications. We believe that
this monitoring platform can serve as the basis to extenchmadel for incentive-compatible

research.
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